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Executive Summary

This document contairtbe requirement®licitation for the Air Train (AT) pilot. This pilot is
one ofthe three pilots in EEORRIDOR (alongside the Car Sharirand the Informton
Sharingand Analytics Centre pilots). The AT pilot aims at simplifying the airpaiit link,
improving security analytics and operations management, and enhance the passenger
experience throughout her journey. To achieve such goals novel fedéatdytics ad
identity managementhpechanisms need to be desigaad adoptedio preserve data/analysis
control and ownershipvhile leveraging all the information collected by each stakeholder
Furthermore, considering sensitivigd nature of the passenger infonm@a{that could include
biometric and personal device data), privagyare mechanisms must be enforced. All in all, a
co-optimization of user experience, security and privacy is éeadvisable to reach the target
of the AT pilot

In this document, mainakeholders, user stories and use cases for the AT pilot are described.
Additionally, the relevance of the pilot requirements with respect to H@GOERERIDOR
objectives and means of validation are discussed.

While discussing the benefits of bringing tCBRRIDOR concepts and its framework in the
AT pilot, this document assumes that the readalreadyfamiliar with the main pillars of its
infrastructure namely, Information Sharing Infrastructure (ISI), Information Analysis
Infrastructure (IAl) and Dataltaring Agreement (DSA)hese were introduced in the project
proposal and will be further developedine Work Package6, 7 and 8.
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1.Hi gh Level Requirements

The AT pilot consides the application of the £ORRIDOR conceps$ to a multi-modal
transportatiorecosystem consisting by air and train transportations aCtearstic traits of such

pilot areits special requirements with respect to data protection and passenger experience.
Therefore, the pilot will be able to evaluate thesacy-preserving data sharing and analytics

of the ECORRIDOR framework. The £0ORRIDOR framework will unlash yet untapped
synergies between modes of transportation with respect to security, identity management and
authentication, andptimization Cas@dingbeneficial effectsvill be perceived byll the pilot
stakeholders and ultimately the passenger.

This sectiondiscusses the requirements for the AT pilot. It bedg®esction1.1) with an
overview of the current scenario in order to establish a baselitleefeubsequent discussion.
The main stakeholders are identified and described in Sdc#iohhen benefits brought to the
AT pilot by the ECORRIDOR frameworlkare reported in Sectiori.3 contrasting with the
current practiceA few user stories, looking at the requirements from the jdirtew of the
different involved stakeholders, and their mapping to theCBRRIDOR objedtes are
described respectively in Sectibandl1.5. The sectionmds discussing how the pilot will be
evaluated (Sectioh.6).

Use cases and ndanctional requirements are detailed respectively in Se&iamd Section

3. Final remarks are in Sectidnwvhereas in théppendixA are reporteda list of the adopted
abbreviations, data types that will be considered during the execution of the use cases and our
requirements elicitation process.

1.1.Scenario

The AT pilotis devoted tahe passenger employing a muitiodal transportationindeed, he
passenger journeig usually not confined between departing and destination airpdase

often the passengemdopts multiplemodes of transportation during her journey. E.chet
passengecoulduse a car sharing service to reach the closest train statidrirom there she

could takea train connecting to the airport. Sometimes there is also the need to take connecting
flights. And the multimodal scenar@mntinues at destinabn as welle.g., by taking a train to

reach the desired city and then using the car sharing to reach th& hetklck of an adequate
support in these connections during the journey produces a fragmented trip for the passenger
These disruptions are gemally perceivedmore sevelly in the case of people requiring
assistance

An example of multmodal transportation in the AT pilot including the passenger checks is
depicted inFigurel. In such a scenario, only an adequate interoperability among the different
identification and authentication systems deployed by each stakeholder can enable a frictionless
endto-end multtimodal passenger journeyhe AT pilot focuses in particular on the railway
airport connection.

A closer look atthe activities performedin the airport reveals further source of disruption.
Indeed, the passenger needs to pass through sel@rtfication/aithentication/authorization

checks for checin, manual desk for baggage droff and checking, security, boarding gate,

and custom border and baggage claim at the destination airport. In several of these checks, the
passenger needs prvovide multiple tines her identity document (e.gpasspoit and travel
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ticket. Moreovermany of these operations grerformedsemimanuallyby ground personnel
with an unavoidable generation of waiting qugeue

Some efforts in modernizing manual procedures in the airpar produced the automated
physical access control (in place of manual desks) and the travel authorizations electronically
|l inked to a travellerdés passport e.g., ESTA
ETA (Electronic Travel Authorization)n Canada and Australia and ETIAS (EU Travel
Information and Authorization System) in Europe.

In light of the unfortunate COVIEL9 pandemic, in addition to regulations and restrictions
issued by several governments, the presence of waiting gjysreuic touch surfaces and the

need to keep physical distance have discourage passengers from using the air transportation in
particular.

To improve the passenger experience, corderire multifactor authenticationsensing
technologiesnd robust identity magamentare advocated.hese have the power of speeding
up all the passengeelated procedures while improving the secuatd at the same time
protecting the privacy of passengendrailway and airport personnel

& & )
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Figure 1 Multi -modal transportation and airport checks [from the E-CORRIDOR project proposal]

While respecting therivacy, data about passengers, operations and services are collected at
different points byall thestakeholders. Unfortunately, it is not possible to take advantage of the
information contained in such data due to the presence of isolated systemsaidstatned

by each stakeholder.

Improved data&xchange androcessingreoftenconsidered as a key driver to deliver the most
long-term economic valum the considered scenariadeed better decisions require accéss

and aalysisof the relevaninformation in a timely manneBy exploiting all the available
information it is possible toachieve a global optimizatiofor proceses and improve
situational awarenessd compliancéo standardand regulationsA pivotal role is covered by

the datasharing infrastructure that must be capable of properly supporting disparate sources of
data, their format antthe privacy issues concernimganyof the collected data.
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In line with the depicted scenariocently, the air transport of the future has besvisioned
by the NEXTT (New Experience Travel Technologtésdlustrial initiativewhose main points
revolve around passenger identification and her experience, and data sharing and processing.

1.2.Stakeholders

From the aforementioned scenario, a Btakeholders stand outheir participation to the AT
pilot is different as well as their rolasinformationprosumergi.e., producer and consumer)
while interacting with and through theGORRIDOR framework. Namely:

1. Passenger

a. People with Reduced Mdliy (PRM)i any person whose mobilitwhen using
transportis permanently or temporarily reduced and therefore needs appropriate
attention (e.g., disabled or eldery)

b. Accompanying person or PRM assistant

2. Airport:

a. Airport Managing Bog (AMB) i1 body that, under national legislation,
administers and manages the airport infrastructures, and coordinates and
controls the activitieperformedn the airport

b. Airport service - aviation and nofaviation services,

3. Train station:

a. Station manager the organizational entity responsible for the management of

the railway station
4. Carriers:

a. Air carrier,

b. Train carrier,

c. Potentially, ay other carrier reaching/connecting with the airport

The passenger is the driving force for the AT pilot. Her willingnesasit the airport and use

the connecting carriers is tightly dependenthe perceived experience. A friction experience

due to long waiting linesjiscontinued travel flowmanual and tedious procedures slow
response/understanding of her neadsall factors potentially frustrating the passenger. A
special case is represented by the People with Reduced Mobility (PRM) whose needs require
the adoption of appropriate policies atm enablingof different services to eare a non
discriminatory treatrant.

In the multimodal transportation scenario envisioned in the AT phletairport is the key node
betweenairline and railway serviceg.he airportaims at providing safety,security,a better
passengeexperienceand aviation and neaviation serviesto both airlines and passenger
Moreover airportsare acrucial connection point in the passenger journey which stargs
before reaching the airport. Data sikrsd manual procedureseate reduced visibility on the

! https://nextt.iata.org/en_GRAccessed: 12 Oct 2020]

2iCons ol i Remulatioh (EC)eNr 1107/2006 of the European Parliament and of the Council of 5 July 2006
concerning the rights of disabled persons padsons with reduced mobility when travelling bydair avai | abl e
online at: https://eurlex.europa.eu/legatontent/EN/TXT/?uri=CEL EX%3A02006R116P0060815 and

fiRegulation (EC) No 1371/2007 of the European Parliament and of the Council of 23 October 2007 on rail
passengersbod righte awnai | abblei g adtpsiédodsreuropaacu/legal
content/EN/ALL/?uri=CEL EX%3A32007R137Accessed: 18 Nov 2020]
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available knowledge and a limiteservice optimizationWithin the airport theAirport
Managing Bog (AMB) administers and manages the airport faciliiedit is in charge of

ensuring that security checks on passengers and baggage respect the applicable regulations. The
airport service encompass all the additional (e.g., ticket sales, transit handling) and leisure
services (e.g., shopairport loungesavailable to the passengers.

Carriers involved in the AT pilot are mainly airline and railway. But potentially other carriers
are conected with the airport. Their goals are orierttwgardimproving the service operations

and increasing the passenger satisfaction. Any optimized procedure has the potential to reduce
costs hand in hand with a better passenger experiénasgal aspectareowed to thescreening
checkpoint and to the baggage handlidgt a smooth access to the sersi(@en duringhe

travel) can further rise the passenger satisfaction.

1.3.Comparison to current practice

Currenttravel practice foresees that passengerbagtdjage are identified andaathenticated

at each stop. Moreover, often more than a single mode of the transportation is used by the
passenger during her journayd the same documemiseds to bprovided multiple times (e.g.,

ticket and passportideed,the original Hub & Spoke (H&S) model focused around the (hub)
airport where passengers transfer between different flights, has been later extended to railway
services integrated as spokew not only to reach the close#ty centre These multimodal
integrated servicdsave already been adopted by saaeiers in a few airpor{®.g., Lufthansa
AExpress Rad®, FinnairfiRail & Flyo*orAi r Fr an c e °) BuTaremainty limitedAoi r o
selling combined tickets.

The potential poor experience is avexacerbated in case péople with reduced mobility
(PRM). Fagmented regulati@n(e.g., between EU and US) concerning the responsibility
among airport managing bpdAMB) and air carrier for the PRR generatefrequent
malfunctions and disruption for the passergjece her arrival in the airport terminal

All this causes discontinuities in the passenger journey with repercussion in the overall
passenger experiencelhe contextaware privacy preserving fedesdt authentication
mechanisms of the-EORRIDOR framework will allow a seamless passenger journey while
moving among different carriers and usingflight and airportservices

Multiple transport model a v e 6 p o i n tha ontywWwhiledransporiangpasseagerbut
evengoods.Despite the natural need for continuity in the data flow, nowadays carriers do not
have any common platform to exchange data and often the communication relies on legacy
processes. This scenario bigrgirong limitations with repect to security and performanoe

the transportation ecosystem and a frictionless multimodality is still elddrednternational

3 https://www.lufthansa.com/us/en/luftharsepressrail [Accessed: 19 Nov 2020]

4 https://www.finnair.com/us/gb/allegféccessed: 19 Nov 2020]

5 https://www.airfrance.fr/FR/enéeanmon/resainfovol/avion_train/reservation_avion_train_tgvair_airfrance.htm
[Accessed: 19 Nov 2020]

6 Often the PRM service is sulontracted. But for the purpose of this document we consider thepstiiactor as
part of the entity in charge of providinige service according the applicable regulation.
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Air Transport AssociatiollIATA) has joined two recent effors of the EU through the Digital
Transport & Logistics ForufDTLF)® and the FEDeRATED Through theseonsortiuns, also
with respect to the transportation domdiest practice and guidelines foriateroperable data
sharing infrastructureill be developed.

The ECORRIDOR platformis in line with the above mentioned efforts but perform a step
forward. Data sharing agreements (DSAsE-CORRIDOR will allow the definition of sharing
and analysis rights while preserving data ownerdWigreover federatedand distributectdge
enabledanalytics will usher in new muistakeholders security services aperations data eo
optimization.

Airline passengers need tmaverse checkpoints: cheak checking bag, passport security,
boarding gate, and customs and baggage claim at destinbti@i. of these pointsthe
passenger has close interactiovith airport personnel and other passengers waiting in line.
With the COVID-19 pandemic, to avoid proximity with other people and the touch of public
surfaces many passengers have avoided aB asipossible to travel.

The capability of the EEORRIDOR platform oproviding robust identification (and identity
managementpehaviourahnalysisand contexaware services witleduce the waiting time and
provide a frictionless passenger experienddle being compliant with the applicable
regulationswith respect to security and privacy

Digital technologies are largely adopted by the airportslay-to-day operationgor both

aviation andnonaviation services.This scenario has brought airport t@cbome more
vulnerable to attacks and data breachm®lving information on passengeand airport
personnelThe EU agency EASA (European Aviation Safety AgeHmgtimated that aviation
systems face an averagel@DO0 cyberattacks each month. Increased connectivity and network
opening to stakeholders and users have further stressed the cyber infrastructure with respect to
security issuesCyber vulnerabilities across operational technology systems in the digvert

already been proved to be able to potentially afféziggage handling, aircraft tugs-ideng

systems and fuel pumBut there aralsopublic reports of ransomware, data breachgacks

to the wi-fi network and personal data leakage major irternational airports. A recent
researchon cybersecurity, compliance and privac
airports are vulnerablénitiatives such as Cyber Resilience in Aviation Industry promoted by

the World Economic Foruhd and the EuropeaiCentre for Cyber Security in Aviation

7

https://www.iata.org/contentassets/alb5532e38bf4d6284c4bf47606d6eldecord project insight _multimod
al_data sharing.pdAccessed: 8 Oct 2020]

8 https://www.dtlf.eufAccessed: 8 Oct 2020]
9 http://www.federatedplatforms.enéiex.php[Accessed: 8 Oct 2020]

10 https://www.easa.europa.eu/domains/cydmeurity/overviewAccessed: 22 Oct 2020]

11 https://www.darkreading.com/vulnerabilitieghreats/airportsindoperationatechnology4-attackscenarios
[aldid/1334282Accessed: 22 Oct 2020]

12 https://www.immuniweb.com/blog/stati-cybersecuritytop-100-airports.html[Accessed: 23 Oct 2020]

13 https://www.weforum.org/whitepapers/advancityberresiliencein-aviationan-industryanalysis/
[Accessed: 23 Oct 2020]
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(ECCSA)}* aimto rise the cybersecurity situat@rawareness and develop a trusted network
of collaboration with a mukstakeholder community.

Theinformation sharing andnalysiscapabilities of the EEORRIDOR platbrm will ease the
collaboration among the stakeholders while preserving the privacy of the exchangadddata
analysis result

1.3.1. Support to PRM passenger athe Charles de Gaulle Airport (CDG), Paris

The Paris Charles de Gaulle Airport¥G) is the seconbusiest European airport according to
the total number of passengers per year, aiscjperated by ADP.

Passengers reaar leaveCDG through different modes of transportation such as train, bus,
taxi or private carWithin the ECORRIDOR project, andhe AT Pilot working group in
particular, the airpotailway connection igxemplifiedby ADP on the airport side and by
SNCF on the railway station (both the comipanare partners of the -EORRIDOR
consortium)In the busiest airports, PRM support isuegted by millions of passengers each
yearand will therefore receive special attention in this document

Currently, the PRM passengearre managed by agents of the two companies at the endpoints
of this link through aimplemessaging system. Agents oétARM department at CDG collect
information about new PRM support requests from the airline carrier (thanks to the ADP flight
management system). Such requests specify the kind of support needed at the train station
including the need for a PRM assistdrtten thanks to a dedited electronic messaging system
linking the PRM departments at ADP and SN@fe ADP agent forwards the collected request

This message includes identity information, the Special Service Request (SSR) code, status,
mobility needs, gk-up and dropoff areas, and information about the baggage. Unfortunately,
this message does not contain enough information to authenticate the pa3$emgéorethis
operation is manually performed by the two human agents.

All the private informatia is retained in a secure area audelyfor a limited time (e.qg., ithe
event of complaints orincidents) to comply with the GDPR and the Frendhtional
Commission on Informatics and Liber@NIL).

1.4 .User Stories

1.4.1. AT-US-0L PassengeManagementand Operations
As a

Air carrievairportmanaging bogd (AMB),
Railway station manager
| want to

Be able to suppordisabledpassengerand passengessith limited mobility (people
with reduced mobility, PRM)

So that

4 https://www.easa.europa.eu/ecfaacessed: 23 Oct 2020]
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Passenger, assistant aassistivedevice areidentified, authenticatedand properly
treatedwhile accessing to airport and train stationpving around the airpqrand
making their way to the aircraft.

1.4.1.1. Discussion
Main stakeholders

1. Passengerpeople with reduced mobility (PRM)
Air carrier

Train carrier

Airport managing bogd (AMB)

Railway station manager

a s owbd

Referenced stakeholders

6. Airport services
7. PRM assistant

This scenario helps in assuring that PRM are not discriminated because of their disalfity
Department of Transportation 14 CFR 82 (Nondiscrimination on the Basis of Disability

in Air Travel) and EU Regulation 1107/2Q08esponsibilities and duties are divided between
airport managing bod(AMB) and air carriers irthe European Union. Whereas according to
the U.S. regulations thair carrier is the sole responsible from the moment PRM enter the
airport terminal.

Upon her arrival at the airpo(if not alreadyduring thebookingproces} the PRM passenger
askstravelling assistance the aircarrierandbr airport The entity inchargeof the PRM
passenger assigthe most appropriate Special Service Request (SSR @ttkorganizethe
needed assistancerom this moment orthe passenges assisted while movinground the
airport using airport serviceand facilities withoutany need to radentify herself ancher
special needs.

It requires thain their way to tle aircraft, passengeaassistanandassistivedevice(if any, e.g.,
wheelchair crutch, cane, walkgmwill be properly identified,authenticatecand treatedat:
check-in, baggage dmp-off, security any airport servicde.g., shops, toilets, loungeaihd
departuréarrival gate This includs the automatic triggering of the corresponding policy and
the subsequerduthorization to usepecial routes, preferential gatasd services (e.g., the
elevator).

To ensure a smootnd safgourney, the authentication shoydtbvide africtionlesspassenger
experience tthe usewhile preserving her privacZonsidering the speciaksistancecenario
alongsidethe passengalso the contex(notably, assistivedevice andassistantneed to be
captured andanalysed through the privagyeserving analytics of the -EORRIDOR
frameworkto allow a continuous authentication

Ideally, thanks tocollaborationand information sharin¢specified by means of DSAajnong
train stationdeparting airport, airline and destination airptrg service suppors carried out
even at destinatioand thus follows the PRM passenge$tarting from the disembarking

Bhitps://support.travelport.com/webhelp/uapi/Content/Air/Shared_Air_Topics/SSRs_(Special_Service_Requests
).htm [Accessed: 5 Oct 2020]
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procedure and up to the next neoaf transportation chosen by the passenger (e.g.econg
flight, train, car sharingshuttle,bus ortaxi).

1.4.1.2. Acceptance Tests

1. The PRM passenger declares her needs only once (while arriving at the airport or during
the booking process$d receive theaquired assistance

2. Air or traincarriers antbr AMB identify the PRM passenger and automatically arrange
the correspondingpecialservices.

3. All the spots visited by the PRM passenger throughout her journey are aware of the SSR
codeand put correspondingplicies in place.

1.4.2. AT-US-02: Frictionless Multimodal Journey
As a

Passenger
| want to
Avoid any disruption while changing mode of transportation
So that
| can easily travel by using the mddeof transportation more suitable to my needs

1.4.2.1. Discussion
Main stakeholders

1. Passenger

Referenced stakeholders:

2. Air carrier
3. Traincarrier
4. Airport

Most often, he passengereed to use multiple modes of transportatidaring her journey

Ideally, the passenger should not be required to provide theisfmeation multiple times

(e.g., boarding pass or identification camdhile having a seamlesauthenticationand
identfication of herself and her baggage between different stakeholtleesfinal aim is a
frictionless experience for the passenger while changing mode of transportation and passing
through the different authenticatiopoints leveraging on the Single Sikgpn (SSO)
authentication schema

To reach such a goal, carriers (eajr and train) share data by creating a digital corridor for
information systems, while preserving confidentiality, control and ownership onskernager
data.These characteristics are provided by the DSAs attached to the shared data and by the
Information Sharing Infrastructure (ISI) of the-EORRIDOR framework.The samedata

sharing capabilitiearerequired within the different identification/authentication spot present

in the airport itself.Passenger informatiois captured at the boarding gaterified at the
Customs and Border Protecti@BP), and the analysis sent back to the airline for opening the
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gate and registarg the passenger alsoarding.Potentially,the flow is not interrupte@ven

during the travelvhile the passengersesin-flight entertainment (IFE) and servicdhanks to
federated authentication mechanisms and the adoption of a digital walleli€® service, the
passenger can take the mode of transportation of her choice without any need to stop at the
ticket vending machineTickets are automatically purchased soon ashe passengeis
identified and gains access to the next mode of transportation.

Carriers (airline and railwagompaniespnd airporicooperate by means of pestablished or
ad-hoc agreementnd a robustientity managemento the same passenger a unique identifier

is assigned throughout her whole journey. Passenger information must be proved and/or
exchangedh a privacy preserving manndre compliant with the specified DSA (Data Sharing
Agreement)and egulations (e.g., GDPR) including the data retention polichdk the
authorization delegati@must be recordeitt case of auditRegulatory and privacy issues need

to betaken into accourdnd accommodated.

1.4.2.2. Acceptance Tests

1. The passengetoes noprovidethe same identificatiodocumentsnultiple times

2. The passenger is able to use a SSO authentication schema even while changing mode of
transportation

3. Carriers and airport are able to exchange passenger information in a privacy preserving
manner

4. Results of the authentication performed at one spot are made available to other
authentication spots by means of delegation

5. Data confidentiality is respected and all the analyses are compliant with the concerning
regulations as specified in the DSA.

1.4.2.3. Crosspilot userstory. reference D3.2 S2CUS-01 Sign in eWallet

In the deliverableD3.1, the car sharing pilot (S2Q)resents a user story (S2£5-01)
describing a traveller willing to access to multiple services with a single account and a single
log-in. Similarly, the above user story (AUS-02) considers a passenger accessing to multi
transportation systems without any need tauthenticate herself and with the ability of
automaticallypurchasing the requiredcket. This is achieved thanks to the exajearof
passenger information in a privacy preserving manner among carriers.

1.4.3. AT-US-03: Distributed and CombinedContext Analysis in SensorNetwork

As a
Airport managing bodyAMB)
| want to

Coordinate the analysis performed by all the passemganted sensors available in the
airport

So that
The passengés betteridentifiedandl canprovide her a better experience in the airport.
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1.4.3.1. Discussion
Main stakeholders

1. Airport managing bog (AMB)

Referenced stakeholders

2. Passenger
3. Air carrier
4. Airport services

In the airport a plethora of senso®RFID reader, cameraidar, kiosk etc.)are available to
identify and authorize the passenger to perform different opergbaggage drojff, check

in, security, etc.). Each authentication spgagentiallycharacterized bygs ownrequiredevel

of accuracyand domain representation. Thanksthe distributedcontextand behavioural
analysiscapabilities of the EEORRIDOR famework preassessed low risk passengers can
have an expedited passage going through controls.

The AMB can ollect sensoinformation angdmore importantly aggregatenalysis results to
co-optimize user experience, (cybesecurity services and privagysothanks to Machine to
Machine (M2M) communicationdnformation could be subjected specific data retention
policies(e.g., see the Article 5(1)(e) of the GDPBYmefrom different kind of sensorsnd

be described in heterogeneous data formdtee ECORRIDOR Information Sharing
Infrastructure (ISI) framework, will be in charge @rdlingsuch data and present them to the
Information Analysis Infrastructure (IABomponents in a common format.

The effectiveness of the distributedntextanalysisis evaluated also taking into account the
interaction friction experienced by thassengethroughout her journey.

1.4.3.2. Acceptance Tests

1. The AMB is able to orchestrate treensing and the automated recognittapabilities of
the various sensors deployedfe airport

2. Heterogeneous data forrsadire presented in a common fashion to the (security and
authentication) analysis algoritlsm

3. The passenger is identified in the airport with minimum disruptvbile preserving her
privacy.

1.4.4. AT-US-04: Advanced Scurity Analytic Services

As a
Airport managing bodyAMB)
| want to
Enhance my security analytics tools
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So that

| can improve the security for all the passengers visiting my ajri@thosted airline
companiesothercarriers reaching the airpdg.g., train or car sharingnhd the airport
itself, and be less vulnerable novel cybel) security attacks

1.4.4.1. Discussion
Main stakeholders

1. Airport managing bodieGAMB)

Referenced stakeholders

2. Passenger
3. Air carrier
4. Train carrier

Several activities ar carried out in thairport. Thanks tonovel analytic serviceshe AMB
improves the airport security hile providing both aviation (provision, maintenance and
operation of equipmenand technologies required by the air carrier and handling services) and
nortaviation servicese(g., commercial activities and business louhges

Event log from théndustrial Internet of Things (lloT), cloumbmputingand integrated systems
deployed in the airport are collectesfiter the establishment of muipiarty or Peeto Peer
(P2P) agreementmnd the definition of an appropriate DSAformation from carrierée.g., air
and train carriersand passengeis collectively analysedo improve the comflence level of
the detectionEvents contextual, internal and externwathe airport are properly correlated and
analysed.

To aim for advanced detection services the analysis should include operation, system and
network events Cyber, physicabnd cybeiphysical threats must be identifieahd predicted
through a continuousesurity monitoring system witthe anomaly detectiocapabilities and
Intrusion Detection System (IDS) provided by the IAl of tR€BRRIDOR frameworkOnce

the analysis is concluded, the secuaihalyticservicesof the AMB distribute theresuls to all

the stakeholderaccording to the relative relevantteough the ISIAt the reception of such
results, ach stakeholderis then able to customizeapply at runtimeany novel security
modelpolicy thatshouldbe needednd timely stop any attempt of breagiany serviceor the
identification managementilitigation actionsarepotentially performed proactivelfdoth data

and analytics results have attached DSAs.

1.4.4.2. Acceptance Tests

1. The AMB is able to detect novel complex threat everdsithvould not be abléo identify
otherwise.

2. All the stakeholders are able to increase the knowledge about the threats, and to improve
and adapt their own security tools.

3. Threats events are presented to the stakeholders with respect to the subjective relevance.
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1.4.4.3. Crosspilot userstory: reference D4.2 ISAGUSO08 Aviation cyber
threat information analysis; ISAOS09 Aviation cyber threat information
sharing
In the deliverable D4, thelnformation Sharing and AnalysiSentrepilot (ISAC)
presentghe user stories ISAUS-08 and ISAGUS-09 respectivelylescribingAMB
willing to analysesensor data collected in the airport locally or through the ISAC tools,
and also willing to share the data itself or the analysis results with other aviation
organization (airlines, airport o@eors and service provideSimilarly, the above user
story (AT-US-04) considergshe AMB willing to enhance the security analytics tools
detecting and predicting cyber, physical, and cydessical threatsMoreover, D4.1
introduces the multi modal tranmpation ISAC (namely, the ISA®MT) in which
operators belonging to different (but potentially) connected transportation sectors share
data and analysis results with the aim of improving the overall view on the security
threats.Privacy preserving inforation sharing and federated analysis can allow novel
security services while preserving information ownership and confidentiality.

1.4.5. AT-US-05: End to End SafeContact/ContactlessJourney

As a

Passenger
| want to

Feel safe and confidemt the airportand in theairplane
So that

| can travel again during and after the COWVID pandemianinimizing the touch of
public surfaces

1.4.5.1. Discussion
Main stakeholders

1. Passenger
2. Airport managing boyg (AMB)

Referenced stakeholders

3. Air carrier
4. Airport services

Normally, in the airportpassengers are in close proximity to each other at numerous touch
points As reported by a passenger survey commissioned by 1Adthe impact of COVID

19, among the top three travei@concerns at the airport there is queuing at checkecurity,
border control and boarding gate. To address thésIATA proposed the use of: salérvice
checkin, handsfree and automated processes.-balj drop, and contactless boarding process.

16 https://www.iata.org/en/publications/store/coyidssengesurvey/[Accessed: 28 Sep 2020]
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The AMB assurs that long andslow-moving lines of passengers are not preseuantact
between passengers and airport persoaregieduced as well as the physical act of touching
surfacesPassengetakes advantage dfer own devicethrough a BYOD (Bring %ur Own
Device) approaclor contactless stations tseboth aviation and neaviation services in the
airportpremisesThe sameapproach is adopted theairplanewhile ordering food, drinks and
controlling the IFE systertpotentially, evenby paying hrough an avallet system)Also, this
would support the fight against the COVID by reducing the chance of infecti@nstributed
edgeenabledandprivacy-awareanalyticsof the ECORRIDOR framework will enable secure
and continuous authentication Seps.

1.45.2. Acceptance Tests

1. Passenger do not need to touch any public surface throughout her journey
2. In-flight services can be requested by means of BYOD solutions
3. AMB is able to provide contactless or BYOD solutions for authentication

1.4.6. AT-US-06: Desilo and Co-optimize Operations Data

As a
Airport managing bodyAMB)
| want to

Leverage on all the data generated by the travefiens reservation to security and on
the aircraf}, by the air carriers and in the airport

So that
| can connect all the dasilos and ceoptimize the operations.

1.4.6.1. Discussion
Main stakeholders

1. Airport managing bodyAMB)

Referenced stakeholders

2. Air carrier
3. Train carrier
4. Passenger

A deluge of data is generated in the overall airport related services, starting from the
reservations placed by travellers, to ground services and airplane logs. Data are also created as
the airports manage the flow of people, aircrtaftnaroundsand passenger experience. Also,
airlines generate data while scheduling, operating and maintaining their Tleistscenario

requires the exchange of (operationafpormation between different stakeholders: airlines,
airport operators, ground handlarsd other partners.

The AMB would connect all these information silos through a priva®serving and
controlled solutions to usher in a new generation of intelligent ana{yéispectively through

Pagel8 of 47



H2020SU-DS-2019 ECORRIDORI GA#883135 Deliverable 2.1

the ISl and IAIl of the EZORRIDOR framework)Better sevicesand enhanced knowledgee
providedto airports, airlines and passengdfsiowledgeand forecasting orthe passenger
behaviour will be improved as well and howshe interactsvith processes and servicdsis

will allow better planning decisions bgatching capacity with demanitlentify bottlenecks,

and an improved passengeffow management anéngagementE.g., a high number of
passengers in the train reaching the airport ceufgbest th@pening ofadditional baggage
drop-off desls. Signs of disuption (such as bad weather or traffic congestion around the airport)
will be communicated to the affected stakeholders.

Due to regulatory and commercrahasons it is not possible to simply persuade all the involved
stakeholdesto move on a common comimg platform (e.g., cloudomputing. Limitations
extend to performance aspects while moving large amount of data.

To solve these issues, collaboratedgie-enabled solutions arappropriateDSAs are adpted
in the ECORRIDOR frameworklIn a federated $#ng, the data transfer is reduced ahe
enforced DSAsllow to keep control and ownership on data and analysis results.

1.4.6.2. Acceptance Tests

AMB is able to desilo and ceoptimize the collected data

Data privacy is ensured through appropri@igacy-preserving algorithms

DSAs regulate data access and analysis

Stakeholders collaborate and-aptimize services while retaining control over data and
analysis results.

pwbhE

1.4.7. AT-US-07: Documentfree SecureMultimodal Travel Credential

As a
Airport managng body (AMB)
Railway station manager

| want to

Reduce the data exchange burden fe)drehenticating and route the passenger, letting
the same passenger to collect and carry taiprmef information useful for her
authentication

So that
Airports and railway stations can cooperatedse the authentication process

1.4.7.1. Discussion
Main stakeholders

1. Passenger
2. Airport managing body (AMB)
3. Train station manager

Referenced stakeholders
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4. Air carrier
5. Train carrier

Just after having booked tlieket, the passenger can stadilecting the travel credentgl
needed throughout her journey. This information vault will initially include tickets and passport
but later on the airport or railway station the same will be enriched with contextualtricaine
and behavioural data. Such a tampeyof vault willallow a tokenbased authentication for the
passenger anfe limited to a single journeyits access will beestrictedaccording to an
authorizeeto-know basis.

Behavioural andcontext analysisof the ECORRIDOR frameworkwill supporta robust
authenticatioomechanismAny anomalydetected by the 1AWill represent gotentiallyrisky
situation for safety aridr securityof the airport and railway station operations.chseof
anomalyevens, the authentication procedure will be rolkdick toa normal manuaprocess

and different alarm leveimay be raised towards the airport and railway station personnel. At
the end of the journeyhe information vault will bemptiedby the behaviouraindconextual

data, and available only for a limited timmedfor the sole access by tierder controland
securityauthorities

In line with thisscenarig the IATA envisions to improve the identity management by 2035

through théOne ID prograth.One of the key point-iind tplee feox tme
in the airport with the 'ready to fly' terminologyxtending somelements of the chedk

process. AlspOne | D ai ms at facilitating the fAsha
biometricand travel document information between the various public and private stakeholders

that interact with the passengers acrosgabhmey and have a valid reastitnaccess certain

data in order to process p aandaeprogdingservieeoim r ect |

the most efficient wayrhankstoareal i me vi si bi l ity of the passe
it is possible to provide them a personalized customer experience and anticipate their demand.

1.4.7.2. Acceptance Tests

1. The travel credentiaincludes and replaces all the other travel documents (e.g., ticket,
passport)

2. AMB security procedures are enhanced while easing and speeding up theegfocdiss
passenger

3. The passenggirivacy ispreservedhanks to privacypreserving analysis and tmanding
overthe control of thdéravel credentia to the same passenger

17 https://www.iata.org/en/programs/passengerioin@Accessed: 19 Nov 2020]
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1.5.Relevance t&e-CORRIDORODbjectives

The AT pilot aims at providing enhanced intrendal and multimodal services tall theabove

mentionedtransportation stakeholders amdtimately to the passengeilhe user stories
discussed in the previous sectiarpresentifferent facets of the pilptandare highly and
completely relevant to the-EORRIDOR objectivesand in some aspectdsorelated to the
Car Sharing (S2C) and the Information Sharing and Analytics Centre (ISAC) pilots.

In particular the AT pilot focuses on distributed analysizd identity managemenio cc
optimize privacy, security and passenger experience and therefdrédugte to the following
E-CORRIDOR obijectives (here repadtéor the sake of completeness):

1 Objective 1:E-CORRIDOR will build a flexible, confidential and privagyeserving
framework for managing data sharing, for severtappses, by different prosuars (i.e.,
information producer and consumer);

1 Objective 2E-CORRIDOR will define edge enabled data analytics and prediction services
in a collaborative, idtributed and confidential way;

1 Objective 3:E-CORRIDOR will define a secure and robust platforma olistic manner to
keep the communication platform safe from cyhttacls and ensure service continuity;

1 Objective 4:E-CORRIDOR will improve, mature and integrate several existing tools
provided by ECORRIDOR partners and will tailor those to the sfiemeeds of thee-
CORRIDOR platform and Pilots;

1 Objective5: EECORRIDOR will provide mechanisms for seamless access tionmodal
transport;

1 Objective 6: the framework and the services developed will be usedlit@rda pilot
product.

The correlation bigveen the User Stories presented in Sectidrand the abovenentioned E
CORRIODR obijectives are as follow.

The AT-US01: Passenger me@agement and operation8,1-US-02: Frictionless Multimodal
Journey, AT-US03: Distributedand CombinedContextAnalysis in Sensor NetwqQrRT-US

05 End to End Saf€ontact/Contactless Journepnd AT-US07: Documenifree Secure
Multimodal Travel Credentiaare linkedto the Objective 1of the project. The infonation
treatedn and shared among the stakeholdgthese user stories confidential. It is therefore
required to consider appropriate DSAs to preserve ownership and control over such sensitive
information tobe compliantvith data storage, processing and retention regulations.

The AT-US02: Frictionless MultimodalJourney, AT-US03: Distributed and Combined
ContextAnalysis in Sensor NetworkT-US04: Advanced Security Analytic Servicd3-US
06: De-silo and Ceoptimize Operations Dataand AT-US07: Documentfree Secure
Multimodal Travel Credentiaare linked to thébjective 2of the projectData are collected
and owned by different stakeholders in these user stories. Mdatagr sikeholders services
on a common platform (e.g., could computing) could not be feasible. Piawveane federated
analytics are advocated in such scenarios.

The AT-US-03: Distributed and CombinedContextAnalysis in Sensor NetworRT-US-04:
Advanced SecusitAnalytic ServicesAT-US06: De-silo and Ceoptimize Operations Data
andAT-US07: Documentifree Secure Multimodal Travel Credentak linked to th©bjective

3 of the project. Currendata analysisystems arextensive and multifaceted, and inevitably
exposedo a multitude ofattacks Complex attack analysis able to reveahdvanced andovel
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threats by correlating set ef’ents thatvhen analysed in isolation could not rise the attention
up to an alert ledeCollaborative seaity analytics will benefit all the involved stakeholders.

The AT-US01: Passenger Management and Operatioh&US02: Frictionless Multimodal
Journey, AT-US03: Distributedand CombinedContextAnalysis in Sensor NetwQrRT-US

05 End to End Saf€ontact/Contactless Journegnd AT-US07: Documentfree Secure
Multimodal Travel Credentiaare linked toObjective4 of the project.Tools and approaches

for identity management, analytics and security already available in the AT pilot will be
enhanced thanks to the RRIDOR platformand its abilityto provide privacyaware
distributed analytics and identity management.

The AT-US01: Passenger Management and Operatioh&US02: Frictionless Multimodal
Journey AT-US05: End to End Saf€ontact/Contactless JournegndAT-US-07: Documert

free Secure Multimodal Travel Credentak linked to thébjective Sof the project. Thanks

to privacyaware, continuous behavioural mechanisms it would be possible to provide a
frictionless passenger experience while using irana inter modality services.

The AT-US01: Passenger Management and Operatioh&,US 02 Frictionless Multimodal
Joumey,AT-US-03: Distributedand CombinedContextAnalysis in Sensor NetworRT-US

04: Advanced Security Analytic Servicds[-US-05: End to End Saf€ontact/Contactless
Journey andAT-US06: De-silo and Ceoptimize Operations Datare linked to thé©bjective

6 of the projectin which privacyaware distributed services of thed®ORRIDOR framework
will be validated at the AT pilot sitd&.he evaluation will be carried out in a purposely designed
test environment (disconnected from the production systéragport and train station) but
able to simulate the AT pilot site.

Tablel summariesthe links between user stories and objectives of t8®ORRIDOR project.

Table 1 Correlation between user stories of the AT pilot and objectives of the-EORRIDOR project

Objective| Objective| Objective| Objective| Objective| Objective
1 2 3 4 5 6

S EAY/ V |V |V
2V |V vV |V
s>V V|V |V

/<K< <<
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1.6.Pilot Evaluation

The user stories introduced in the previous sections define actions and operations deemed
relevant for the AT pilot. Integration, execution and evaluation of the pilot scenarios in the E
CORRIDOR framework will follow the acceptance tests defiaethe end beach user story
To assess the fulfilment of the key requirements, the following set of questions can be used
during the pilot evaluation.
1 Wil the data maskingnd encryption techniques adopiaa the passenger data respect
privacy and the applicablegelations for the airport, air and train carriers?
1 Will the passenger understand how her data are analyzed and shared to provide her seamless
authentication mechanisms?
1 Wil the (pseude)anonymization and encryption techniques needed to satisfy the privacy
requirements allow to achieve the target analytics goak’ performancerivacy tradeoff
will need to be considered?
1 Will the sensotbasedidentification andauthenticationmechanisma actually allow a
frictionless experiencehile preserving the passgar privacy
1 Will the proposed solution allow a seamless access tomaodtal transportation enhancing
the current practice from the point of view of both passenger and transportation carriers?
1 Will the airport, air and train carriers pereereal benefs form sharing the data in terms
of situation awareness, prediction and optimization?
1 Will the airport, air and train carriers perce& benefit in performing collective analytics
in terms of quality of the results and data ownership/control?
1 Will the proposed passenger identification and authentication solledasmperproof?
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2.Use Cases

Deliverable 2.1

In this section, use cases for the AT pilot@gresentedh Section2.1and discussed in details
Shoul

Coul

d

in Section2.2 Theseuse cases have a priority assigned accofitige MoSCoW Must have,
d have,

h a v e) metahad A mat¢bing dftthe lsacases b u t
with the user storiedescribed in the previous section (see Sedidhis reported in Section

2.3. Story boards representing some user stories andfungtional requirements are
respectively reported in Secti@4 and Sectior8. Then the document concludes with some

final remarks in Sectio4.

2.1.Use Case Diagram

Figure2 reports theJML use caseiagramfor the AT pilot.
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(in Figure3), and onthei Ser vi ce Overvi ew, Forecast
Figure4).
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2.2.Use Case Descriptions

2.2.1. AT-UC-01: PRM Passenger Assistancand Authorization

Use Case Name

PRM Passenger Assistarered Authorization

Participating actors

PRM passenger

Air carrier

Train carrier

Airport managing body (AMB)
Train stationmanager

= =4 4 A8 -9

Purpose

The PRM passenger has declared her neflising the booking
processpr as soon as she reaches the airploettrain statioror takes
the first mode of transportation) and wants to receive the req
assistance.

Priority

Must

Flow of events:
Normal flow

The PRM passenger is identifiadd authorized thanks to the 1A
A SSR code is assigned

Appropriate policies are enabled

Policies and SSR code are propagated to all rblevant
stakeholdershrough the ISI

PR

Flow of events:
Alternative flow

5. The SSR code is setfeclared by the passenger during the book
process, so step 2 must be skipped

Pre-condition

9 Train, ar carriers and AMB have established agreements
managing PRM passengers

1 All the carriers and the AMBan magpolicies to their own format
or a standard format is chosen

Postcondition

1 All the services required by the PRM passenger are automat
and (as much as possible) proactively enabled and provided
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2.2.2. AT-UC-02

Deliverable 2.1

Passengeand BaggageContextual Identification

Use Case Name

Passenger and Baggagentextualdentification

Participating actors

1 Passenger
9 Air Carrier
9 Train Carrier

Alternative flow

Purpose Thanks to contextual analysis, passenger and baggagetaneaticaly
identified at each toughointi nvol ved i n a pas
Priority Must
Flow — of  events) 1 passenger provides the required documentsdendify herself at
Normal flow - ) : .
the beginning of her journey (disregarding the chosen mod
transportation)
2. The passenger declares her baggage
3. Passenger and baggage are linked even if different routes are
4. Carriers share datéhanks to the ISland are able tadentify
passenger and her baggage thanks to contextual information
Flow of events: 5. Some security chesknay require additional information or a high

confidence on the identification. Therefore manual operations mu
put in place

Pre-condition

T
1

Carriers are able to collect contextual information through sen
Contextual informationis shared among caers in a privacy
preserving manner

Postcondition

Thereafter, the gssenger iautomaticallyidentified
Carriers and passenger are aware of the baggage location

2.2.3. AT-UC-03:

Table 3. AT-UC-02 use case description

ContactlessPassenger Authenticatiorand Authorization

Use Case Name

Contactless @ssenger authenticatiamd authorization

Participating actors

1 Passenger
91 Air Carrier
9 Train Carrier
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Alternative flow

1 Airport
Purpose Authenticate and authorize the passenger through contactle
mechanisms and biometrical data
Priority Must
Flow —of  events) 1 The passengeconsents to share her biometrical data along
Normal flow
travel documents
2. Biometrical data are collected from the passersget a DSA is
attached
3. Carriers and airport aeble to verify and mah the biometrical dat:
againsthe travel documents and booking information
4. The passengagets her access granted to the gate or the requ
service
Flow of events: 5. If the collected information dgsnot reach the required confidenc

additional requests may be issues or manual checks may be put ir

6. The authorization may be denied if the passenger does not ha
credentials needed for the requested service (e.g., a valid ticket)

Pre-condtion 1 The passenger is travelling with and provides the requ
documents (e.g., passport and ticket)
9 Carriers and airport have the required tools to collect biomet
data from the passenger with the required confidence/quality.
Postcondition 1 Passenger gasraccess to theequested service

2.2.4. AT-UC-04:

Table 4. AT-UC-03 use case description

Privacy-preserving PassengeiMonitoring

Use Case Name

PrivacypreservingPassengevionitoring

Participating actors

= =4 48 2

Passenger

Airport managing body (AMB)
Airport services

Train station manager
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Purpose Passenger movements in the airport arenitored in a privacy
preserving wayto support identification, security and optimizati
operations

Priority Should

E'OW I ﬂOf eVents: 1 passenger is identified at her arrival

ormattiow 2. Environmental sensors are ablemmnitor her movement in the
airpotand train station and ha
location
3. Data are collected and analyzed in a privaggserving manner b
airportand train stationvith the IAl deployed at the edge
Flow of events: 4. For some analytics (e.g., passenger flahg monitoringcould be

Alternative flow

performed in an aggregated form

Pre-condition

T

T

Environmental sensors have the capabilityrafognizingpeople
and their contextual attributes (e.g., location, performed activi
in areas with a high density of passengers

The passenger consents to ioentified through sensdrased
mechanismsind hae her behavior modeled in exchange for be
services

Postcondition

Datagenerated by the analysiseavailableto the airport for service
optimization, forecasting and security

Monitoring thepassengeat key step of herjourneycan support
passenger identification if data are shared among stakeholder
secure and confidential wdthrough the ISI)

2.2.5. AT-UC-05:

Table 5. AT-UC-04 use case description

PassengeAnalysis Opt-In Opt-Out

Use Case Name

Passenger AnalisOptin OptOut

Participating actors

= =4 4 A

Passenger
Airport

Air carrier
Train carrier
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Deliverable 2.1

Alternative flow

Purpose The passenger can understand and select the analysis that
performed with the data collected from her
Priority Must
EIOW I ﬂOf eVents: 1 passengeaequests any service to the airport or the carriers
ormat fow 2. A human intelligible Data Sharing Agreements (DSA)
provided to the passenger
3. The passenger can ept or optout to the different kinsl of
analysisand therefore customize the DSA
4. The aalyss respecthe DSA and acces® the servicess
provided accordingly
Flow of events:

5. The passenger oput from all the analysis, therefore contextt
identification and authenticatiogervicescannotbe performed. In
many stepsit would be equired to revert to manual procedures

Pre-condition

Alongside the DSA, the analysis services &
benefits/consequences for apfopt-out are described
The passenger has a basic knowledge on the analysis descri
the DSA

Postcondition

The DSAaccepted by the user is sayedcase of auditing
The DSA is propagated to the corresponding services anc
involved stakeholders

2.2.6. AT-UC-06:

Table 6. AT-UC-05 use case description

Single SigrOn Authentication

Use Case Name

Single SigrOn Authentication

Participating actors

9 Air carrier
9 Train carrier
i Passenger

Purpose The passenger needs to provide her travel documents and ticket
once
Priority Must
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Flow of events:

Normal flow

1. The passenger provides all the requirédentification
documents and tickets at the start of her journey

2. Carriers exchange the authentication data through staaddr

secureprotocols

The passenger is automatically authenticated while approa

her next service or carrier

Flow of events:

Alternative flow

4.Whenneeded, delegation authorizations can be issued to prt
details on thepassenger idenyi. These authorizationsiust be
logged in case of audits

Pre-condition

1 Carriers and services have established bilateral or multila
agreement

1 Identity management systems of each stakeholder can ma
format of eaclother in their Circle of Trust (CoT)

Postcondition

1 The passenger is authenticated through her home identity prc
(where information and tickets were originally collected)

2.2.7. AT-UC-07:

Table 7. AT-UC-06 use case description

Multi -Modal Ticketing

Use Case Name

Multi-Modal Ticketing

Participating actors

i Passenger
1 Air carrier
9 Train carrier

Purpose Through the adoption of amwallet system andhanks toagreements
between carriers, tickets for the corresponding carrier are automat
sold

Priority Could

Flow — of  events: 1 The passenger tries to access to a new motrmgportation for

Normal flow

which she does not have the ticket

2. The carrier authenticatdbe passengethanks tothe continuous
authentication of the 1A&nd pre-established agreements with t
source carrier
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The carrier requests thenallet service to charghe passengéor
the requested ticket
The passenger receshe ticket for the requested carrier

Flow of events:
Alternative flow

The passenger does not have enough monkgr ewallet. In this
case, her information could be automatically loaded in the ven
machine but an alternativeodeof payment must be used

Pre-condition

Carriers have agreements for selling tickets in their Circle of T
The passenger has exwallet with enough money to buy the tick
for the requested service

Postcondition

The ticket is bought by the passenger
An amount corresponding to theket price is charged on the
wallet of the passenger

2.2.8. AT-UC-08:

Table 8. AT-UC-07 use case description

Service Access Through Bring Your Own Device

Use Case Name

Service Access Through Bring Your Own Device

Participating actors

1 Passenger
1 Airport
1 Air carrier

Purpose The passenger can access to airport asfdig/imt Entertainment (IFE
services through a BYOD (Bring Your Own Device) approach.

Priority Could

E'OW I ﬂOf eVeNnts: 1 The passenger opt for the BYOD approach

ormattiow 2. The service provider verifies the compatibility of the passelr
device for the requireservice

3. Inputs are provided by the passenger through her own device
4. Multi-biometrics and travel data are used by the IAl to crea

secure digital record useful for the passenger authentication
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Flow of events:
Alternative flow

5. The device used is not mpatible, alternative service reque
mechanisms must be adopted

Pre-condition

1 The device adopted by the passenger respect the hardwar
software specifications requested by the service provider

Postcondition

1 The passenger gets the requestedvices without any need f{
interact with any public device

2.2.9. AT-UC-09:

Table 9. AT-UC-08 use case description

Sharing of ServiceAccessData

Use Case Name

Sharing ofserviceaccesslata

Participating actors

1 Airport
9 Air carrier
9 Train carrier

Purpose Stakeholders can share datsout access to their serviégesa privacy
preserving manner while preserving data ownership
Priority Must

Flow of events:
Normal flow

1. Stakeholders express the kind of data they might be interestec

2. A Data Sharing Agreements (DSA& proposed by the dat
producer and accepted by the data consumer

3. Data are obfuscated or psetalmonymized before being shared

Flow of events:
Alternative flow

4. If the preprocessing operat®performed by the data producer &
not compatible with the operations the data consumer is willin
perform, orif there is not an agreement on the D&% data sharing
does not take place.

Pre-condition

9 Stakeholders have established agreementdealmg to the sam
Circle of Trust (CoT)

Postcondition

91 Data are sent to the data consumer for processing
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2.2.10.AT-UC-10:

Table 10. AT-UC-09 use case description

Run Collective Security Analytics

Use Case Name

Run Collective Securitnalytics

Participating actors

Airport
Train station
Air carrier
Train carrier

= =4 4 2

Purpose

IDS (Intrusion Detection Systemsand security operations are
collectively performed on the edge

Priority

Could

Flow of events:
Normal flow

1. Stakeholders accepttammon Data Sharing Agreement (DSA)

Data are converted in a commonly accepted format

3. Analysis are performed on the edgend modeland results
exchanged

N

Flow of events:
Alternative flow

4. The security operatioimterests aingle stakeholderland therefore
the analytics are performed locally

5. If one of the stakeholders does not have the required computa
power can also choose to share the data but do not join the ar

Pre-condition

1 Stakeholders have established agreements and belong to the
Circle of Trust (CoT)

Postcondition

1 Security analytics are performed and resalts sharedwith the
interested stakeholders

Table 11. AT-UC-10 use case description

2.2.11.AT-UC-11 Notification of Service Disruption

Use Case Name

Notification of service ruption

Participating actors

f Passenger
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Air carrier
Train carrier
Airport
Train station

== =4 4 2

Purpose

Passengers are informed by any disrup{eg., service strike, delay
weatheralerts emergency statéhey may incur during their journey

Priority

Could

Flow of events:

Normal flow

1. The passenger provides information abwertwhole journey

Stakeholders register this request

3. Contextual/environmentalistuptiors affecting any of leg of the
journey are notified to the passengéthrough the ISl)alongside
possible solutions or workaround

N

Flow of events:

Alternative flow

4. In case of disruption, carriers can build alternative solutan
suggest thest® the passenger

Pre-condition

9 Carriers and airport must be able to register and distri
information about any disruption affecting the access to t
services

Postcondition

1 The passenger is informed on the service disruption and rec
alternative solutions (if available)

Table 12. AT-UC-11 use case description

2.2.12.AT-UC-12 Passenger Flow Overview andrediction

Use Case Name

Passenger flow overview apdediction

Participating actors

1 Airport
9 Air carrier
9 Train carrier

Purpose

Dashboad for monitoringand predictinghe passenger flow

Priority

Should
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Alternative flow

Flow — of  events) 1 gensors deployed in the areas managed bystakiholdecollect
Normal flow
data
. Stakeholders agrem Data Sharing Agreement (DSA)
. Passenger flow are analyzed and usegfediction
Flow of events:

. Contextual information regarding external events may be inclu

in the analysis

Pre-condition

Carriers and airport have sensors deployed in their environme
Stakeholders have established agreements and belongdantiee
Circle of Trust (CoT)

Postcondition

Overview andoredictiondata are prompted in a dashboard and
be further used for optimizing the operations

Table 13. AT-UC-12 use case description

2.2.13.AT-UC-13 Privacy-aware Behaviouralldentification

Use Case Name

Privacyaware Behavioural Identification

Participating actors

i Passenger
1 Airport managing body (AMB)
1 Airport services

Build a behavioural model of the passenger useful for her identifici

Should

. Sensors deployed in the areas managed by staeholder

. Thanks to the collected data and privaoyare analyses th

. Such credentials are used to identify the passenger at each

continuously collect data

passenger behavior is modeled (e.g., through a gait anatyte
IAl and assoaited to her travel credentials

point

Purpose

Priority

Flow of events:
Normal flow

Flow of events:

Alternative flow

. Some analysis could also rely on aggregated data (i.e., ho

passenger flow is behaving) and contextual knowledge (e.g.
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flight is late it is expected to observe a deviation on the pass¢
behavior)

Pre-condition 1 Environmental sensors have thapability of recognizingpeople

and their contextual attributes (e.g., location, performed activi
in areas with a high density of passengers

1 The passenger consents to identified through sensdrased
mechanismsind have her behavior modeledexchange for bette
services

Postcondition 1 The behavioral passenger identification can be used to prov

robust authentication mechanism
91 Services in the airport are able to analyze ahdre data in ¢
privacy-preservingnanner according a DSA

Table 14. AT-UC-13 use case description

2.214AT-UC-14Not i fi cati on on PRM Passengerso L

Use Case Name Noti fication on PRM Passenger

Participating actors Passenger

PRM assistant
Airport

Air carrier
Train carrier

= =4 48 A 9

Purpose Notify (pre-authorized) relatives about the location and status of
PRM passenger

Priority Could

Flow of events:

1. The PRM passenger inform the carrier services how and w
Normal flow

information about herself should be shared with ithéicated
relative The request igrhited to the specified journey

2. The PRM assistargearclesover a predefined set the appropriz
DSA according to the properties specified by the passe
(including granularityof the status updates and notificationi@g
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3. The relative is informed about specific events (push notificat
e. g. ., Aboar di n@ orpeques tkescerrent iamo
(pull notification, i.e., under explicit request of status update)

Flow of
Alternative flow

events:

4. There is ndSA ready for usetherefore th&RM assistanwill be
in charge of creating the appropriddSA to accommodate th
passenger requests

Pre-condition

1 The PRM passenger explicitly requests to share locatidrstatus
concerningher journeywith a relative

Postcondition

i The relative is informed about status and location of the F
passenger

Table 15. AT-UC-14 use case description

2.3.Catalogue of Use Cases
Table 16: Mapping of Use Cases to User Stories

Use Case

User Stories

AT-UC-01

AT-US-01

AT-UC-02

AT-US-02
AT-US-03
AT-US-07

AT-UC-03

AT-US01
AT-US-02
AT-US-05
AT-US-07

AT-UC-04

AT-US-03
AT-US-04
AT-US-06
AT-US-07

AT-UC-05

AT-US-01
AT-US-02
AT-US-03
AT-US-05
AT-US-07
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AT-UC-06

AT-US-01
AT-US-02
AT-US-05
AT-US-07

AT-UC-07

AT-US-02
AT-US-07

AT-UC-08

AT-US-03
AT-US-05
AT-US-07

AT-UC-09

AT-US-02
AT-US-04
AT-US-06
AT-US-07

AT-UC-10

AT-US-04
AT-US-06

AT-UC-11

AT-US-02
AT-US-06

AT-UC-12

AT-US-06

AT-UC-13

AT-US-02
AT-US-03
AT-US-05
AT-US-07

AT-UC-14

AT-US01
AT-US-03

2.4.Storyboard

The following storyboards recall some of the user stories introduced in S&ctiand use
cases reported in Secti@rP.
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2.4.1. AT-SB-01. Passenger Authentication in an Eneo-End Safecontact
Journey

\‘-,“
oy
=4

\

Figure 5: Passenger Authentication in an Enetlo-End Safecontact Journey

The storyboard ifrigure5 represents the eftd-end safe contact/contactless journey {8%-
05) enabled by BYOD (ATJC-08), passenger and baggage identification -(#&01),
monitoring(AT-UC-04), andcontextual and betvioural authentication (ATUS-03).
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2.4.1. AT-SB-02 Frictionless and Flexible Multimodal Journey

Figure 6 Frictionless and Flexible Multimodal Journey

The storyboard irFigure 6Figure 5 represents a flexible (AUC-07) and frictionless muHi
modal journey (ATUS-02) enabled by th&-CORRIDOR frameworkn presence of service

disruption (ATUC-11), in which the passenger takes advantage of tmuchenifree ®cure
multimodaltravelcredential(AT-US-07).
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2.4.1. AT-SB-03. Collective Intelligence for Performance Optimization and
Protection

Figure 7 Collective Intelligence for Performance Opimization and Protection

The storyboard ifrigure 7Figure5 represents analysis, forecasting, optimization-(4#5-06)
and security services (AUS-04) enaldd by the data sharing and collective analgsivided
by the ECORRIDOR framework.
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3. Nofiunct i

onal

Deliverable 2.1

Requirements

| dentifier

Description

Category

AT-NFR-01

Delegation authorization must be logged and avail
for auditing

Security

AT-NFR-02

All the collected passengeelated biometrical dat
must be obfuscated or encrypted before being fu
processed or shared

Data manipulation
operation

AT-NFR-03

All passengerelated biometrical data must
processed in a confidential and privgmgserving \ay

Security

AT-NFR-04

Data retention policy must be compliant with 1{
applicable regulations (e.g., Article 5(1)(e) of f{
GDPR)

Security

AT-NFR-05

Passengedata must be stored in encrypted forma
pseudeanonymized

Data manipulation
operation

AT-NFR-06

The transfer of analysis results from th€ DRRIDOR
platform tothe AT Pilot should be secure with resp
to confidentiality and integrity

Security

AT-NFR-07

Communication between stakeholders must

protected

Security

AT-NFR-08

Data and anasis results are shared on a née@tnow
basis

Operational

AT-NFR-09

Data pertaining to the same type of sensor musg
translated to a common format

Operational

AT-NFR-10

Collection of biometrical information should n
disrupt the normal actiorerformed by the passeng

Usability

AT-NFR-11

Passengers should be able to understand by whot
biometric data are processed

Usability

AT-NFR-12

The processing time of passenger data shoulc
compatible with a seamless authentication

Usability

AT-NFR-13

Stakeholders should be able to specify agreement
data sharing and analysis

Operational

AT-NFR-14

Analysis should be performed as much as possibl
the edge to allow stakeholders an indepen
deployment, development and evolution of theols

Operational

AT-NFR-15

Identity providers must share information respeci
multilateral or (Peeto-Peer) P2P agreements

Security

AT-NFR-16

Identity management systems must follow stang

protocols (e.g., SAML, OAuth, OIDC, elDAS)

Security
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4.Concl usi ons

This document described some of the challeragal opportunitieis the next generatiomulti-

modal passenger transpation with a focus on the aitrain connectionStarting with an

overview on the considered scenario and the current pragiresentimits and opportunities

to improve operations and passenger experience have been highlighted. Then functional and
nonfunctional requirements to achieve the envisiofredionless passenger experience and
enhanced services and operations have been formalized by means of user stories and use cases.

The main challenges lying ahead the airtrain transportation involve privaggware data
sharing and collective analysis. TheDRRIDOR project envisioning a flexible, secure,
robust, collaborative and confidential framework for information sharing and analytics will be
able to ensuresafety and security of multimodal transport systems while keeping the
communication platform safe from cybattacks and ensuring service continuity. The edge and
collective analytics paired with privagyeserving data sharing will be able to preserva da
ownershipand comply with the applicable regulationghile providing superior passenger
experience and services in muttodal transportation.
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A Appendi X

A.1 Definitions and Abbreviations

Deliverable 2.1

‘ Term Meaning
AMB Airport Managing Body
BYOD Bring Your OwnDevice
CBP Customs and Border Protection
CoT Circle of Trust
DSA Data Sharing Agreement
EASA European Aviation Safety Agency
ECCSA European Centre for Cybersecurity in Aviation
ESTA Electronic System for Travel AuthorizatietS
ETA ElectronicTravel Authorizatiori Australia and Canada
ETIAS EU Travel Information and Authorization System
EU European Union
elDAS Electronic Identification, Authentication and trust Services
e-wallet Digital wallet
GDPR EU General Data Protection Regulation
H&S Hub and Spoke
IATA International Air Transport Association
IDS Intrusion Detection System
IFE In-Flight Entertainment
lloT Industrial Internet of Things
ISI Information Sharing Infrastructure
M2M Machine to Machine
MoSCoW Must have, Should ave, Coul d have, and
NEXTT New Experience Travel Technologies
NFR Non Functional Requirement
OoIDC OpenID Connect
P2P Peerto-Peer
PRM People with Reduced Mobility
RFID Radiofrequency identification
SAML Security AssertiotMarkup Language
SSO Single SigrON
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SSR Special Service Request
UML Unified Modelling Language
us United States of America
A.2 Data types
Data type class | Data format Standard | Pilot UC id
GPS data GPX (GPS Exchang| Open AT-UC-02, AT-UC-03, AT-UC-
Format) Standard | 04, AT-UC-09, AT-UC-11, AT-
UC-12, AT-UC-13, AT-UC-14
GPS data from | NMEA 0183/GPRMC| Industry | AT-UC-02, AT-UC-03, AT-UC-
smartphone sentence: <Time, | Standard | 04, AT-UC-06, AT-UC-08, AT-
Status, Latitude, UC-13, AT-UC-14
Longitude Speed,
Angle, Date, Variation,
Integrity, Checksum>
boarding pass | BCBP (barcoded Industry | AT-UC-03, AT-UC-06, AT-UC-
boarding pass) Standard | 07, AT-UC-08
(IATA)
Passport ICAO9303 Industry | AT-UC-03, AT-UC-06
Standard
image (for facial; JPEG, JPEG2000 Open AT-UC-03, AT-UC-06, AT-UC-
fingerprint,  or Standard | 08, AT-UC-13
iris recognition)
in passport
accelerometer | JSON<time, X, y, z> in| Open AT-UC-03, AT-UC-08, AT-UC-
m/s"2 Standard | 13
gyroscope JSON:<time, X, y, z> | Open AT-UC-03, AT-UC-08, AT-UC-
Standard | 13
magnetometer | JSON:<time, X, y, z>in| Open AT-UC-03, AT-UC-08, AT-UC-
uT Standard | 13
Bluetooth RSSI| JSON:<time,station id | Open AT-UC-02, AT-UC-03, AT-UC-
(received signa) RSSI> Standard | 04, AT-UC-08, AT-UC-12, AT-
strength UC-13,AT-UC-14
indication)
WiFi RSSI| JSON <time, station id| Open AT-UC-02, AT-UC-03, AT-UC-
(received signa) RSSI> Standard | 04, AT-UC-08, AT-UC-12, AT-
strength UC-13, AT-UC-14
indication)
camera H.264, .mp4 Open AT-UC-02, AT-UC-03, AT-UC-
Standard | 04, AT-UC-08, AT-UC-12, AT-

UC-13, AT-UC-14
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Lidar LAS Open AT-UC-02, AT-UC-03, AT-UC-
Standard | 04, AT-UC-08, AT-UC-12, AT-
UC-13, AT-UC-14

RFID raw bits No AT-UC-06
standard
passenger data | JSON<name, surnamg Open AT-UC-06, AT-UC-14

date of birth, place o Standard
birth, nationality>

network log syslogng Open AT-UC-09, AT-UC-10
Standard

event log CEF Open AT-UC-09, AT-UC-10
Standard

network log NetFlow Industry | AT-UC-09, AT-UC-10
Standard
(CISCO)

airplane tracking| ADSI B (Automatic| Industry | AT-UC-09, AT-UC-10, AT-UC-
dependensurveillance | Standard | 11
broadcast)

A.3 Requiremens elicitation process

The pilot requirements collected in this documeare the results ofseveral (web call)
discussions with threiefluential actorsin the multimodal airpoftrain scenarimamely, ADP,
SNCF and Collins IMS. The first two are partners of thR€éBRRIDOR project whereas the
latter has been reached by UTRC through the Raytheohnologiesetwork.

Collins Information Management Services (IMBart of the Collins Aerospagces a leader in
technologically advanced and intelligent solutions for aerospace, airport, rail, defence, and
critical infrastructure indstries.
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