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Executive Summary

This document, along with the available software components, constitutes the second
deliverable related to the WP7 activities and reports on the first maturation cycle of all the data
analytics techniques available in the E-CORRIDOR framework. The discussed analytics stem
from technologies previously owned by the project partners. That said, the proposed solutions
have been co-designed and customized thanks to a constant exchange with experts of the multi-
modal transportation represented by the three pilots, namely AT (Airport-Train), S2C (Smart
cities and car sharing) and MMT-ISAC (Multi-Modal Transportation Information Sharing and
Analysis Center). Requirements and constraints expressed by the pilots have shaped the initial
design of the analytics and the constant exchange of ideas is continuing non-stop during the
ongoing customization, integration, and maturation stages.

In the following, for each of the analytics, the proposed approach is recalled and then the current
status is reported. As the analytics contribute to fulfilling the requirements of the E-
CORRIDOR architecture (as reported in D5.1), tables summarize the relationship between
requirements and the proposed solution. The overall goal of this deliverable is to document the
ongoing efforts in the maturation and integration of the technologies.

Despite the COVID-19 pandemic has forced all the partners to reorganize their work (e.g.,
limiting the access to their labs for testing), the WP7 activities are on track. Currently, all the
analytics run as standalone components, even if not for all of these the full set of features is
available yet. Two analytics have been fully integrated and tested in the E-CORRIDOR
framework. All in all, the status of the analytics along with the integration and validation efforts
planned in cooperation with the pilots are on target to allow the project to reach the forthcoming
milestone MS5 “First Validation of the pilots and of the E-CORRIDOR platform”.
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1. Data Analytics Techniques

The overarching scenario considered in the E-CORRIDOR project foresees the presence of
users willing to access to cyber-security and advanced services related to multi-modal journeys.
In such a context, users act as data prosumers for the E-CORRIDOR framework (i.e., they both
produce-share their data and consume-analyze them through the analytics). By considering the
three pilots involved in the project activities, the role of the user is covered by a multitude of
actors, e.g., driver, passenger, and transportation service provider (airport, train station, car
sharing and city bus).

Data analytics components define the above-mentioned services. Recalling the E-CORRIDOR
framework, the analytics are part of the Information Analytics Infrastructure (IAl) subsystem
and are included in the toolbox. Figure 1 (from D5.2) recalls the E-CORRIDOR framework and
draw attention to the analytics toolbox subcomponent.

DSA Lifecycle Infrastructure (DLI) Common Security Infrastructure (CS1)
Rr

. DSA Mapper
Key & Secure
DSA St
o Manager Manager Manager
e Re A - -
I | | O | DSA Store
| + DSA Editor I—O—| DSA API Interface

Prosumer ‘

——— O~ —On
Information Sharing Infrastructure (151) lAdvanced Security Infrastructure (ASl)
Re
Bundle Bundle Dlsco;ee\rr\:”?g:ur\tv
Manager tore Interfac Manager
. Ly
T Buffer ¢
| —07 = Manager Bundle Store
proumer e s ek s
colbox i e service sharing
DMO
Re
Privacy aware
authorization
NG [
Information Analytics Infrastructure (IAl) Trusted Service
> - Re ASI Orchestrator 0 Manager
Service Usage R Analytics Analytics Re
Control System Orchestrato Toolbox
B Privacy-aware
0 i____ ——— seamless multimodal
I 1AL API Re authentication
T—0— 1 O
Consumer Virtual : R
Legacy | ata Lake 1 Continuous
Agalyucs | 1 Behavioural
ngine
gine |} J B Authentication

Figure 1 The E-CORRIDOR framework - marked in red the analytics toolbox including all the data
analytics discussed here

1.1. Data Analytics Workflow

Analytics in the toolbox perform classification, prediction and knowledge extraction from the
data shared through the Information Sharing Infrastructure (1S1) subsystem. Assuming that data
required by a given analytics were previously shared in the ISI, the workflow executes as
follows:
1. The data consumer (either human or a software agent) invokes the execution of an
analytics through the 1Al API (Application Programming Interface).
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2.

1.2.

The analytics orchestrator takes care of instantiating the software container and calling
the analytics. In case the requested analytics is constituted by a pre-defined combination
of multiple services, the orchestrator transparently processes the configuration of such
a workflow (constituted by parallel and/or serial composition) and oversees its
execution (please refer to D6.2 for a detailed discussion on the analytics orchestrator
and its current maturation).

Before starting the execution of the analytics, the 1Al subsystem interacts with the ISI
subsystem to locate, prepare (according to the specified Data Sharing Agreement —
DSA) and manage a virtual data lake. Such a temporary data space is used by the
analytics only during its execution.

The analytics can then complete its execution in an asynchronous fashion. This
requirement arises considering the heterogeneity of the analytics included in the
toolbox.

Output data are stored again in the ISI according to the DSA in place and returned to
the data consumer.

Analytics Toolbox Goals

As already discussed in D7.1, activities performed in WP7 aim at contributing to the following
project objectives (Obj.): (Obj. 2) define edge-enabled data analytics and prediction services in
a collaborative, distributed and confidential way; (Obj. 3) define a secure and robust platform
safe from cyber-attacks and able to ensure service continuity; (Obj. 4) improve, mature and
integrate existing tools provided by the partners and tailored to the needs of platform and pilots;
(Obj. 5) provide mechanisms for a seamless access to multimodal transport; (Obj. 6) deliver
pilot products.

A few highlights about the contribution of the WP7 activities to the fulfililment of the project
objectives are the following:

once integrated in the toolbox, the analytics can exploit the information sharing
subsystem to work on data shared in a collaborative fashion under the policy specified
by the data producer (Obj. 2). According to the expressed pilots’ requirements and
constraints, some analytics runs on lightweight devices (like a Raspberry Pi or the car
infotainment system e.g., the Driver DNA [E-CORRIDOR-IAI-SR]), on mobiles (like
smartphones e.g., the Passenger location and flow optimization [E-CORRIDOR-IAI-
PL]), on cloud infrastructure (less limited in terms of available resources e.g., the
Passenger: ldentification, Behavior, Context [E-CORRIDOR-IAI-PBI]) or in a hybrid
edge-cloud fashion

analytics presented in the following provide, to the transportation entity providers that
will adopt the E-CORRIDOR framework, cyber-security solutions (Obj. 3) through a
set of intrusion detection technologies — See Section 6

and (Obj. 5) authentication mechanisms for passenger and driver — See Section 2

all the designed analytics are the results of constant interactions between technology
solution providers and pilots and, at the time of writing this deliverable, two analytics
(namely, Driver DNA [E-CORRIDOR-IAI-SR] and Passenger: Identification,
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Behavior, Context [E-CORRIDOR-IAI-PBI]) have been fully integrated and two more
(Face recognition [E-CORRIDOR-IAI-FR] and Automotive Intrusion Detection [E-
CORRIDOR-IAI-CANIDS]) are under integration in the E-CORRIDOR framework
(Obj. 4)

e the adopted design approach (mentioned in the previous bullet point) aims at
accelerating the maturation of the technologies and at easing a sub-sequent inclusion in
products to be tested in the pilot environments (Obj. 6).

The data analytics solutions are meant to be integrated in the confidential and privacy-
preserving framework for data sharing built as part of the WP5 and WP6 activities to fulfill
Obj. 1. At the time of writing this deliverable a first version of such framework is available and
implemented in the pilots (MS3 “Setup of the running Pilots” and MS4 “First version of the
integrated platform and pilots™).

A first set of analytics have been containerized, integrated, tested and published on the E-
CORRIDOR’s Nexus repository (see Figure 2).

&« C {y & devecorridor.it.cnrit/nexus/#browse/browse:docker-ecorridor

Sonatype Nexus Repository Manager
055 3.36.0-01 e Q

Browse - Browse docker-ecorridor

-—
Welcome
O HTML View
» Q Search LB v2
N ecorridor
£ Browse .
+ 2 asi
+B2 csi
+5 dli

5 analytics

E automotive_ids
cfa
face_recognition

face_recognition2

itinerary_planner

Figure 2 The container repository for the analytics in the 1Al toolbox

1.3. Structure of the Deliverable

The remaining of this deliverable is structured as follows. Sections from 2 to 6 describe the data
analytics grouped by purpose, namely (Sec 2) passenger and driver identification, (Sec 3)
privacy preserving itinerary planning, (Sec 4) privacy preserving security analytics, (Sec 5)
carbon footprint analytics and (Sec 6) intrusion detection technologies. Figure 3 represents this
logical organization of the analytics in the toolbox corresponding to the different tasks part of
WP7 activities. For each analytics component its main goals, features and operating principles
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are reported along with its workflow considering prosumers and pilot scenarios. Then, the
current maturation status is discussed with a focus on the completed activities, the integration
in the E-CORRIDOR framework and the fulfilled requirements. Each sub-section concludes
with a brief plan for testing and final maturation. The progress on the pilot specific analytics is
reported in Section 7. To clarify the contribution of the analytics in the pilot scenarios, the
match between pilot use cases and analytics is schematically reported in Section 8. The overall
contribution of the WP7 activities to the E-CORRIDOR objectives is summarized in Section 9,
whereas a conclusion on the first maturation of the analytics is presented in Section 10.
Bibliographic references are reported in Section 11. The Appendix contains a list of all the
acronyms used in this document and a list of the included figures.

Information Sharing Infrastructure (ISI1)

Information Analytics Infrastructure (1A1)
Secure Routine: Passenger;
Gait-analysis:
driver identification Identification,
Driver DA Behavior, Cantext passanger authentication Common
Security
Infrastructure
(CSI)
Passenger localization Face recognition - Activity recognition -
and flow optimization passenger authentication passenger authentication
Rl
Data analytics for driver and passenger identification
CO Z-aware trip planning
Privacy preserving itinerary planning
R R
Service Usage . Analytics Sf;;fjﬂm':?ﬂ? OpenAPI for fully
Control System Orchestrator ( ) interest-based services homomarphic encryption
0 R R» Privacy preserving (Security) analytics
o Legacy
| IALAPI Analytics
Enagine
Consumer
CO 2 analytics
Carbon foot print analytics R
|
| Virtual : Intrusion Protection Automotive Fé':”;[;';:g‘;rg:rg;;
: Data Lake | Systemn - Earnest Intrusion Detection intrusion detection
| | Advanced
_______ J Intrusion detection technologies Security
Infrastructure
Analytics (ASI)
Toolbox

Figure 3 A pictorial representation of the logical grouping of the data analytics available in the toolbox

Note to the reader: This deliverable aims at reporting on the progress of the data analytics -
previously identified in D7.1 “Data Analytics Techniques Requirements and Architecture” -
with respect to design (by considering the pilot requirements), implementation, integration in
the E-CORRIDOR framework and maturation. To keep the document self-contained the main
goals and operating principles of each analytics are summarized in the following.

It is assumed that the reader is already familiar with the main concepts of the E-CORRIDOR
framework discussed in D5.2 “First version of the E-CORRIDOR architecture” and of the
sharing and analytics infrastructures discussed in D6.2 “Sharing and Analytics Infrastructures
first maturation”. Moreover, a general understanding of scenarios and requirements expressed
by the three pilots (in D2.1, D2.2, D3.1, D3.2, D4.1 and D4.2) may be needed to firm grasp
some design choices of the data analytics.
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2. Data Analytics for Driver and Passenger Identification — Task 7.1

Project pilots (S2C and AT pilots in particular) have expressed an extensive interest in
technologies for identifying and later authenticating users exploiting sensors already adopted
by them. The analytics developed in this task make use of machine learning and artificial
intelligence techniques to process data from a multitude of sensors (such as cameras,
accelerometers and gyroscopes, Bluetooth beacons, and OBD-II diagnostic data) to build
models supporting the identification of driver (in the S2C pilot) and passenger (in the AT pilot).
The performed identification is used for authentication purposes or for offering more advanced
and customized services.

2.1. Secure routine for driver identification - Driver DNA [E-CORRIDOR-
IAI-SR]

2.1.1. Component Description

Nowadays, road vehicles can be considered four-wheel smart devices connected to the Internet
and the road infrastructure. This scenario allows carmakers and private providers to offer
customized services, based on vehicle and user data, to influence the drivers, for example, to a
more eco-friendly or safer driving style. These opportunities motivated us to develop an
Android app that can retrieve data from the vehicle to provide customized services and
influence the driving style.

The app is based on the concept of Driver DNA, which is a metric to evaluate some users’
attitudes during the driving. As defined in [1] the metric is composed of four main parameters
retrieved from the vehicle: vehicle speed, engine revolutions per minute (RPM), breaking, and
turning. In our scenario, the Android app retrieves some parameters to compute the Driver DNA
and should compare the result with the other drivers’ values on the same predefined road
segment. This operation enables the infrastructure or a provider to offer a customized service
and incentive specific driving styles. The app is driver-friendly with an intuitive interface, and,
during the driving, it enables users to easily ask for customized services like a price discount or
a maintenance service.

2.1.2. Workflow in Action

The Driver DNA app structure can be divided into two main parts: the front-end, with which
users interact, and the back end, invisible to users. Following, the back end could be divided
into two more areas: the in-vehicle and the out-of-the-vehicle.

Front-end: The Driver DNA app is designed for the Google's Android operating system, and
it can be installed on every Android device with at least Android 4.0.1 Level 14 version Ice
Cream Sandwich (2011). In particular, the app is designed to be used on the infotainment
system of vehicles. For this reason, it is designed to work horizontally in Landscape mode and
with a minimalist and clean layout to allow drivers to select options also during the driving
without compromising their safety. For these reasons, our app could be considered driver-
friendly, but the app can be installed also on every Android smartphone satisfying the minimum
required Android version.
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-CORRIDOR

DRIVER DNA SERVICES

Figure 4 Driver DNA app's home page

Figure 4 shows the app’s home page which allows users to select the Driver DNA services.
During the driving, the user must start the app to collect the vehicle’s data and the app displays
some useful information as shown in Figure 5. In particular, in the middle of the page, the actual
speed, the RPM, and the engine starting time are displayed. At the bottom-left, it is displayed
the protocol used to communicate with the vehicle, as we explain in the Back-end description.
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Figure 5 App main screen which displays real-time data and an OpenStreetMap with a pin on the current
position.

If the user needs to ask for a specific service. It could go to the service request page and select
the needed service. In particular, it can choose from different services like customized prices
for a recharge, in a restaurant, or service maintenance as shown in Figure 6.
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- 9

Figure 6 Service request page.

Back-end:

In-vehicle: The Driver DNA should be installed on the user's device (infotainment system or
smartphone), and it can retrieve the vehicle's data through a Bluetooth connection using an
OBD-I11 port ELM327 dongle. The Bluetooth dongle is a small device connected to the OBD-
Il port, which is usually located under the dashboard, beneath the steering wheel column. Since
1996 the port is mandatory in the USA for all new vehicles and in the following years, almost
all countries of the world transposed the rule. The OBD-II is used to access the vehicle's data
for various purposes like emission tests and diagnostics. From this port, it is possible to retrieve
different data by sending OBD-II parameter IDs (PID), standardized by SAE J1979. To
summarize, the in-vehicle infrastructure is composed of the dongle that sends data via Bluetooth
to the user’s device, which then resends the received data to the external infrastructure using a
broadband network. The dongle can collect different vehicle data like the ambient air
temperature, the vehicle speed, or the throttle position. For our analytics, we retrieve some data
like the vehicle speed and the engine RPM in addition to the latitude and longitude that can be
obtained from the user’s device. All these data are collected with a defined frequency (for
example every 4 seconds) and saved in a JSON file. When the file reaches a defined dimension
(less than 1 Mega Byte), it is sent out of the vehicle, the buffer of the vehicle is cleaned, and
the vehicle starts to write data in a new JSON file.

Out-of-the-Vehicle: Figure 7 shows the external infrastructure with the two main phases of the
service request. The first is the Storing Process, where data are sent out of the vehicle and saved
in the Information Sharing Infrastructure (IS1). As described in the previous section, the
vehicle’s data are saved in a JSON file and sent to the ISI with a POST call to be saved. The
user’s device receives back the DPO Id, which is a unique identifier of the uploaded file.
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Figure 7 Out-of-the-vehicle infrastructure

The second phase is the Service Process, where the user asks for a service and the app requests
the start of an analytic. In particular, as shown in Figure 7, the 1Al exposes a service called
DriverDNA, so the app can make a GET call to require a service. Immediately, the IAl, which
is the analytic core of the system, starts the Driver DNA computation process, asking the End-
Point to retrieve the users' stored data in the ISI. Besides, the End-Point sends a string to inform
the app about the start of the analytics. During this phase, the app asks periodically with a
polling operation the status of the analytics. When the analytics is finished, the app receives the
result and sends it to the Service Provider to attain a customized service based on the Driver
DNA value.

2.1.3. Integration and Maturation Status of the First Release
The previous description reports the actual status of the app and of the analytics integrated into
the E-CORRIDOR framework. The app can collect data from the vehicle, store data in the ISI
and request the start of the analytics from the IAl, currently using only the RPM values. The
next steps to complete the app are:

1. Defining more complex and complete analytics using all four Driver DNA parameters

2. The definition of the call to the external service provider (e.g., recharge station,
restaurants, or maintenance services) is not yet implemented. Two options will be
evaluated: call the provider directly from the 1Al or let the user requests a service to the
external provider from the app.

3. Following the previous point, we have to define the database (DB) containing the
drivers’ data to be compared. The DB could be centralized, for example, in a unique
server, or distributed, for example one in each area or road segment.

4. The vehicle’s data in the JSON file are in a clear format and, consequently, stored in the
IST in cleartext. In agreement with pilot’s requirements, as next step, we will implement
a private version of the Driver DNA analytics, where data are encrypted inside the
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vehicle and the analytics are computed over encrypted data. Thus, we collapse in this
activity the concepts we described in D7.1 Section 4.2 about the usage of the secure
multiparty computation algorithm to identify a driver.

2.1.4. Requirements Traceability Matrix

IDinD7.1 (& ref Priority Requirement Status Rationale for the
to D5.1) description status
E-CORRIDOR- MUST Data used to In progress Actually, data
IAI-SR-01 (E- establish the driver saved in a JSON
CORRIDOR- DNA may require to file are not
DM-01, E- be obfuscated or encrypted.
CORRIDOR- anonymized, e.g., Studying the
Sec-RC-01 data coming from possibility to use
vehicles that may encryption
provide information methods
on drivers
E-CORRIDOR '« MUST Driver DNA Partially Currently, Driver
-1AI-SR-02 (E- analytics can be run DNA analytics
CORRIDOR at the edge. runs on the E-
Ope-02) CORRIDOR
server, but the 1Al
can be also located
in an edge node to
perform the
analytics
E-CORRIDOR SHOULD The In-Vehicle Completed GPS data are
-1AI-SR-03 (E- Infotainment (I\V1) or collected using the
CORRIDOR- Electronic  Control infotainment
Tst-S2C-01, E- Units (ECUs) may be system, connected
CORRIDOR- used for collecting to the web. Vehicle
Tst-S2C-02) GPS and driving data are collected

behavior data.

from the OBD I
port which receives
the data from the
ECU:s.

2.1.5. Plan for Testing and Final Maturation

After the integration, the next steps are the testing with the application of the encryption
methods to evaluate the computational time and costs. Another test is to use the app directly on
a vehicle during the driving to simulate in a real scenario the collection of data and the request
for a customized service.
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2.2. Passenger location and flow optimization [E-CORRIDOR-IAI-PL]

2.2.1. Component Description

The passenger location and flow optimization component aims at helping the travelers reach
relevant indoor locations during their (waiting) time in the train station or airport. For example,
at the airport, the passenger will receive information about the directions to reach all her Points
of Interest (Pols), from the baggage drop point to the boarding gate. Upon request of the
passenger, information related to the journey may be retrieved in a privacy-aware manner from
the E-CORRIDOR framework, through the ISI component subsystem.

Considering that the component will have to guide passengers in an indoor environment, the
Bluetooth technology has been chosen over the GPS. Indeed, GPS signals are not powerful
enough to penetrate buildings. A more detailed explanation of this design choice has been
provided in D7.1 [2]. The passenger will be using an Android device running the E-
CORRIDOR app with Bluetooth capabilities. Multiple 10T (Internet of Things) or Bluetooth
beacons are deployed in the airport and train station, in particular closer to the Pols, and are
able to interact with the passengers’ devices. The devices deployed in the premises of the
transportation entity are referred to as beacons from now on.

The communication between the Bluetooth 10T devices, specifically the Received Signal
Strength Indicator (RSSI) values, will allow the component to estimate the position of the
passengers. The position information will be locally computed and not shared to provide the
guidance service while preserving the privacy of the passenger, unless the passenger explicitly
opts to share such information. A special case is constituted by the Passengers with Reduced
Mobility (PRM) requiring the use of assistive devices, such as a wheelchair. In this case the loT
device is attached to the wheelchair property of the airport/train station to optimize localization
and planning.

In the event the location information is shared in the E-CORRIDOR framework, it may be used
to further strengthen the authentication capabilities offered by other analytics and security
services offered by the framework. Furthermore, various businesses in the airport and train
station can have their own beacons. Therefore, targeted advertisements could be provided to
the passengers that will enable such a service in their preferences.

2.2.2. Workflow in Action

We assume that each passenger’s device and each beacon has the ISI subsystem running on it.
Once the passenger reaches the indoor environment, her device will start receiving messages
from the nearby beacons, allowing the (approximate) localization to begin. The more beacons
are located within a given area, the more accurate the localization will be. At the same time,
information about the passenger and her journey (e.g., flight or train number) is gathered from
the ISl installed on the personal device. This will enable the component to create the indoor
path and guide the passenger to the Pol through privacy-aware ad-hoc messages sent by the
beacons.

Figure 8 shows a complete scenario where all the possible interactions between devices and
beacons are represented. First, all passengers will receive messages from the beacons
advertising their locations. The more beacons are available nearby the passenger, the more
messages will be received and with higher accuracy the location can be computed from the app
running on the passenger’s smartphone. According to the airport/train station policy, PRM
passengers using a wheelchair may automatically have their position shared with the E-
CORRIDOR framework to ease the supply of the requested special assistance service (e.g., to
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help the localization of the subcontractors providing assistance to different connected means of
transportation like airport and train). This choice is depicted in the figure with a circle around
each passenger. If this is the case, the passengers will communicate, back to the ISI subsystem
of each beacon, their locally computed approximated position.
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Figure 8: Interactions between passengers and beacons running the localization app

It is possible that the passenger could enter in a zone not covered by any beacon. In such a case,
the earlier guidance messages should ensure to provide enough information to guide the
passenger out of the signal blackspot and to her next Pol where the coverage, and therefore all
the localization services, recommence working normally. All the information collected from
the passengers will then be used to estimate the passengers’ flow and to enhance the airport
services by redistributing operators in the highest crowded areas.

2.2.3. Integration and Maturation Status of the First Release

We are currently able to generate personalized beacon messages that will help the passengers
in identifying their position in the airport terminal or train station. We focused on generating
beacons that will provide relevant information about the beacon itself. We decided to deploy
two different technologies for the beacons, iBeacon and Eddystone, which both work well and
are easily interpretable by most of the 10T devices.
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Figure 9: Beacon messages and annotated specification (iBeacon on the left and Eddystone on the right)

Figure 9 shows the messages related to two beacons that can represent different points of
interest in an airport. Both beacons broadcast information about their position respecting the
specification of the two technologies that we implemented. On the left part of the figure, we
created a beacon with the iBeacon protocol related to a “Check-in” station, identified by the
name of the project paired with its position (with X, y, and z coordinates). Instead, on the right-
hand side of the figure, we created an Eddystone beacon related to a “Bag-drop” location
identified in the same way.

Moreover, we are working on the passenger flow estimation capabilities of the component,
trying to roughly estimate the number of unique devices around each area.

Among the features considered in the design phase of this analytics some have been already
implemented in the version released with D7.2. More features will be added for the final
maturation of the component planned for the next year. The following table summarizes
features and efforts expected for this component and mark if these are already available or will
be ready for D7.3.

Feature Current version  Final release ‘
Beacon centered messages and related localization 4

Preliminary lab tests v

Path_and related messages generation for indoor guidance v

service

User centered messages and related ISI exchanges
Extended lab tests

On-site tests

Integration and tests with E-CORRIDOR framework

Integration with business beacons and passengers’
preferences

DN N N N NI

Passengers’ flow estimation
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2.2.4. Requirements Traceability Matrix

IDinD7.1 (& ref

to D5.1)
E-CORRIDOR-

IAI-PL-01 (E-
CORRIDOR-
DS-06, E-
CORRIDOR-
DS-07, E-
CORRIDOR-
DS-16, E-
CORRIDOR-
DS-17, E-
CORRIDOR-
DS-24)

E-CORRIDOR-
IAI-PL-02 (E-
CORRIDOR-
DS-27, E-
CORRIDOR-
DA-05, E-
CORRIDOR-
DA-07)

E-CORRIDOR-
IAI-PL-03 (E-
CORRIDOR-
DA-10, E-
CORRIDOR-
Ope-05)

E-CORRIDOR-
IAI-PL-04 (E-
CORRIDOR-
Use-02)

E-CORRIDOR-
IAI-PL-05 (E-
CORRIDOR-
DS-10, E-
CORRIDOR-
DA-11, E-
CORRIDOR-
Sec-1S-02)
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Priority

MUST

MUST

SHOULD

SHOULD

MUST

Requirement
description
Accuracy and
effectiveness of
passengers’
localization and
specific  guidance

messages depend on
the DSA defined and
options selected by
each passenger.

The passengers’ flow
estimation will rely
on the information
gathered by all the
passengers that
allowed their data to
be analyzed.

The guidance
messages directed to
specific  passengers

will be generated
considering the
privacy of  the
passenger.

The estimated
position of each

passenger should be
used to enhance her
authentication.

The inferred
passenger location is
transmitted and
stored (only for the
needed time) in a
privacy-aware and
secure manner.

Status

To be
deployed on
the final
release

To be
deployed on
the final
release
Completed
Completed
To be
deployed on
the final
release

Deliverable D7.2

Rationale for the

status

To preserve the
privacy, passenger
information is
stored on the ISl
only if they opt to
activate the service.

If the passenger
allows to share her
position, this
information will be
shared with the ISl
and then become
accessible for
further analysis.

The guidance
messages will Dbe
encrypted and
accessible only to
the passenger.

If the passenger
allows to share her
position, this
information will be
stored in the ISl and

then become
accessible to the
authentication
mechanisms.

The messages
containing the
position of each
passenger (if
shared) will be

encrypted and an
appropriate data
retention policy is
applied.



H2020-SU-DS-2018-2019-2020 E-CORRIDOR — GA#883135 Deliverable D7.2

E-CORRIDOR- SHOULD The analytics to To be The current version
IAI-PL-06 (E- locate the passenger deployed on will focus on the
CORRIDOR- can run either on the the final passengers’ device
Ope-01, E- personal device (i.e., release computation.  The
CORRIDOR- at the edge) or on the same procedure can
Ope-02) cloud. be performed on the
cloud in an
aggregated  form
after pseudo

anonymization.

2.2.5. Plan for Testing and Final Maturation

Referring to Figure 8, we envision to test the scenarios with Android and Raspberry Pi devices
for passengers and beacons respectively. We will test the scenarios in a lab setting, varying the
position of the beacons as well as the path walked by the passengers. We envision to have
various beacons and an increasing number of passengers moving around the environment, to
test various possibilities and potential complexity derived from the environment architecture
and the location of the beacons. Potentially, the scenario will be recreated in the airport internal
laboratory for more precise and ad-hoc tests.

Finally, a further extension will include potential businesses at the airport running the beacons.
According to user preferences, tailored messages and enhanced guidance service could be
provided, still retaining the focus on the privacy of all the exchanged messages. At first, this
will be tested in an internal lab and then potentially be demonstrated on the test-site at the airport
emulating the presence of different businesses.

2.3. Passenger: Identification, Behavior, Context [E-CORRIDOR-IAI-PBI]

2.3.1. Component Description

Before the halt due to the COVID-19 pandemic, large airports were used to receive tens of
millions of passengers per year with a growing trend. As restrictions have been lifted in many
countries, the ongoing recover of the travel sector is expected to boom and projected to return
to pre-pandemic levels already in 2023 (and grow even further in the next 10 years). To perform
performance analysis and identify security and safety risks, transportation service providers
install video cameras throughout the airport and train station.

In such a scenario, our analytics aims at performing a continuous and automatic monitoring of
the transportation facilities by means of video analysis. The output measures can be used to
perfect the provided services (e.g., by identifying a bottleneck in the passenger flow), analyze
and mitigate issues potentially affecting the passenger experience (e.g., by summoning the
operators to open an additional information desk if the queue is increasing) and extract
knowledge in the way passengers approach to travel and access to the service.

Achieving the above-mentioned goals requires the analysis of the passenger behavior along
with an understanding of the context in which they move. The challenge becomes more difficult
as the areas are generally crowded causing frequent occlusions and interactions between
passengers and groups (e.g., particularly in case of a family or people travelling together).
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2.3.2. Workflow in Action

The developed analytics is constituted by a combination of computer vision and image
processing techniques. The analytics is based on deep learning systems and combines YOLO
v4 [3] and the DeepSORT [4] model for object recognition and tracking. The designed pipeline
foresees object detection, classification, localization, tracking and knowledge extraction. The
goals for the above steps are the following:

Object detection: identification of the relevant subjects in the scene. In the considered
scenario constituted by the airport terminal and train station, we assume that baggage,
passengers and possibly their assistive devices (like a wheelchair) are relevant for our
analysis. As the environmental camera covers a quite large visual field, our analytics
has to deal with two main issues: complexity of the scenario (constituted by many
people) and distorted images.

Obiject classification: for each of the identified subject, it is important to extract features
useful for their classification and therefore understand the kind of subjects composing
the scene. For instance, different kind of baggage can be identified (such as back-pack,
trolley, etc.). This processing is useful to later perform the knowledge extraction.
Object localization: this step deals with the position of the object in the scene. It is worth
to highlight that the usual cameras adopted for monitoring are installed in the cornice
area of the rooms and generally don’t have any depth sensor. Considering the distorted
view, determining the right distance is challenging. Our analytics transforms an
arbitrary perspective into a bird’s eye view.

Object tracking: in this step the analytics keep using the same object identifier while the
subject moves in the environment. The test setting turned out to be particularly
challenging due to the presence of numerous people that often overlaps from the
camera’s viewpoint and that may move at a brisk pace. We would like to remark that
our analytics is not meant for surveillance. It is therefore intended to operate in a
privacy-preserving fashion and can then be used after having performed facial redaction
operations through the corresponding DMO (please see D6.2 and Sec 4.3.1 therein for
a detailed description of the component).

Knowledge extraction: this is the final step of the analytics. Metrics useful to expand
the knowledge about the use of the transportation services are collected and presented
in a systematic way. Further automatic or manual processing by the service providers
can be performed, and the appropriate mitigation and enhancement can be put in place.

The expected workflow is reported in Figure 10. In details the steps are as follows:

1. Site managers at the airport and train station define DSA to regulate the access to and

the use of the video recordings, including an appropriate data retention policy. For
instance, read restrictions can be imposed according to location (e.g., only from the
control room), specific group of employees (e.g., only security officers) or system state
(e.g., if there is an ongoing emergency).

Environmental cameras are connected via IP (or else) to edge devices. These devices
are resource-constrained and run only the needed subsystems of the framework (i.e.,
only the IS1). Videos are preprocessed and shared following the DSA specified in the
first step. To preserve the passenger’s privacy, the DSA may require the execution of
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the face anonymization DMO before allowing the transmission of the data to the master
node in the terminal.
3. The analytics is executed, and the output metrics are shared according to the DSA.

a

Control room

Figure 10 The workflow of the camera feed analytics as intended to be used in the AT pilot

Through a simple GUI, operators in the control room may instruct the analytics about their area
of interest. We are currently providing in output statistics about number of passengers in an
area of interest (e.g., a kiosk) and the respect of the COVID-19 safe distance.

2.3.3. Integration and Maturation Status of the First Release

The above-described workflow constitutes the final goal for validating the capability of the
analytics. At the time of writing this deliverable our component has almost all of its features
functioning, and it has already been fully integrated and tested in the E-CORRIDOR
framework.

A screenshot extracted from the running analysis is represented in Figure 11. In the example,
domain experts have identified three different areas. The analytics can identify the distance
among passengers (e.g., to recall to the passengers to respect the COVID-19 safe distance rule
through a loudhailer) and count the average number of people in each area (e.g., near the ticket
vending machine on the left-hand side of the image).
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Figure 11 The camera feed analytics measuring the performance in three areas

In the following table features and efforts planned for the components are summarized,
remarking whether these have been already delivered or are expected for the next year.

Feature Current version  Final release
Runtime detection and identification 4

Classification of relevant subjects (passengers and v
baggage)

Localization and distance estimation 4
Metrics in output v
Integration and tests with E-CORRIDOR framework 4
Extended metrics and output in standard JSON format
Optimization of the performance of the whole pipeline

Extended test with more videos

DN AR N

Connection with lab/pilot cameras

2.3.4. Requirements Traceability Matrix

IDinD7.1 (& ref Priority Requirement Status Rationale for the

to D5.1) description status)

E-CORRIDOR- SHOULD The collected In progress Some of the
IAI-PBI-001 (E- features of every metrics provided in
CORRIDOR- passenger should be output can be used
Use-02) used to enhance the as attributes by the

Page 23 of 82

authentication
process.

context  analysis
(please see Sec 2 in



H2020-SU-DS-2018-2019-2020 E-CORRIDOR — GA#883135 Deliverable D7.2

D8.2). E.g.,
information on the
environment, and
the presence of

baggage or
wheelchair.
E-CORRIDOR- MUST The cloud service, Completed We  successfully
IAI-PBI-002 (E- after finishing the designed and tested
CORRIDOR- travel journey must a DSA specifying a
DS-10) delete the subject data retention
information. policy for the video
E-CORRIDOR- MUST The collected Completed This  component
I1AI-PBI-003 (E- passenger features can be used along
CORRIDOR- are transmitted and with  the face
Sec-1S-02) stored in a privacy- anonymization
aware and secure DMO to ensure the
manner. passengers’
privacy. DSA

regulates who can
access the video

2.3.5. Plan for Testing and Final Maturation

As described above the analytics is fully functional and integrated in the E-CORRIDOR
framework. Currently, tests have been performed with a limited set of pre-recorded and publicly
available videos. For the next maturation cycle we plan to extend this set of experiments and
possibly connect with cameras installed in a laboratory environment provided by the AT pilot.

Additional efforts will be devoted to the performance optimization and to the extension of the
metrics extracted by the analysis following the discussion with the pilot. Finally, we will present
the extracted knowledge in a consistent format (e.g., JSON) to allow further processing by other
analytics internal or external to the E-CORRIDOR framework.

2.4. Gait analysis — passenger authentication [E-CORRIDOR-IAI-GA]

2.4.1. Component Description

Biometric authentication solutions that can leverage personal devices are always demanded as
can provide options to passengers that would like to avoid the touch of public surfaces. This
analytics presents a solution for the continuous authentication of the users based on a gait
analysis performed through the sensors deployed in the mobile devices. It exploits inertial
sensors and Recurrent Neural Network (RNN) models for a deep learning-based classification.
The component handles all the stages needed for a continuous authentication: starting from data
collection to data preprocessing, classification, and policy enforcement. The designed tool
along with some experimental results have been also presented in [5].
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2.4.2. Workflow in Action

Every day, smartphones, tablets, smartwatches, and other wearable devices collect, produce and
store a plethora of users’ sensitive data, and at the same time, they give access to operations
that are critical for users’ privacy, and device integrity [5]. Continuous authentication is
considered an enabling technology of utmost importance, allowing verifying a user’s identity
continuously and in real-time, making device access seamless to authorized users, while still
ensuring protection from unauthorized access attempts.

However, continuous user authentication is a challenging task that requires continuous
monitoring of the user’s unique parameters, such as behavior and physical features. To be
performed in a seamless way, this control must be non-intrusive, i.e., requiring minimal to no
active interaction. One promising direction is the usage of gait analysis, i.e., monitoring through
inertial sensors the features of the user’s walking style and feeding them to classifiers trained
to authenticate specific users. Our tool is based on the usage of deep learning classifiers,
specifically Recurrent Neural Networks, to analyze different gait types of smartphone users
aiming at uniquely authenticating a specific user by classifying her walking collected through
smartphone inertial sensors. In detail, the tool is formed by different modules that handle the
collection (sensing), pre-processing, gait type (action) recognition, classification, and on-device
enforcement. The enforcement is based on the Usage Control paradigm, particularly fitting for
continuous enforcement of policies.

Usage Control Framework

Enforcement: Authorize/Deny Verification Result
(UCS)
gy ¥
PEP ( 7 )
.\\. "?'/ j
3 ﬁ\( _= ok - -
°
SENSING HUMAN ACTION LEARNING
RECOGNITION COMPONENT

Figure 12 The pipeline of the gait analysis component

The UCS model (Usage Control System) and the User Verification component handle the
authorizations based on the input from the Human activity recognition component (HAR). The
latter is a deep learning model based on Recurrent Neural Network (RNN) that analyzes the
inertial signal provided by the preprocessing component and infers the specific movement or
action that a person is performing. The verification process and the attributes in the policy
enforce the authorization.

2.4.3. Integration and Maturation Status of the First Release

The tool has been developed and tested locally. Experiments were performed to test the
accuracy of the methodology, and we are working to integrate the tool computations into the
cloud and the E-CORRIDOR framework. The component is available for testing and research
purposes on GitHub [6].
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2.4.4. Requirements Traceability Matrix
ID in D7.1 (& ref Priority

Requirement

Status

Deliverable D7.2

Rationale for the

to D5.1) description status
E-CORRIDOR- MUST The gait analysis Completed We  implemented
GA-DM-01 (E- system provides and  successfully
CORRIDOR interaction through tested the APIs and
Ope-01) the edge device an Android
(smartphone) and application for
the cloud service for performing the gait
the walking path analysis. The tool
analysis. distinguishes
between 4 different
activities and
enforce user
authorization.
E-CORRIDOR-  MUST The cloud service, In progress We are integrating
GA-DM-02 (E- after the the analytics in the
CORRIDOR-DS- authentication E-CORRIDOR
10) process must delete framework
the subject finalizing the
information. integration in the
IAl toolbox. Data in
the ISI  will be
stored and deleted
following the
defined DSA
policy.
E-CORRIDOR-  MUST The gait analysis To be We are working to
GA-DM-03  (E- system allows to deployed on extend the training
CORRIDOR-DS- control the access to the final dataset and the
11) every transportation release model on the use

hub through the
walking path user
verification.

cases identified by
the pilots (e.g., S2C
or AT).

2.4.5. Plan for Testing and Final Maturation

After the full integration in the E-CORRIDOR framework the component will be tested in the
pilot environment. In particular, the dataset used in the learning stage will be extended
considering users operating in the pilot setting. E.g., a smart tunnel deployed in the airport can
be used to match the extracted features with the ones collected at home during the enrollment
process. Moreover, the gait-based authentication can be a building block of more complex
multi-factor authentication through the ASI (see Sec 2 in D8.2)

2.5. Face recognition - passenger authentication [E-CORRIDOR-IAI-FR]

Research on face recognition has become a popular topic in recent decades. Numerous studies
exploring its applications on video surveillance, criminal identification, and building access
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control, etc. have made significant progress. Face recognition can be explained as the process
of recognizing a person's face using biometric features.

2.5.1. Component Description

The face recognition process is often described as a task that can be divided into four steps: (i)
face detection, (ii) face alignment, (iii) face extraction, and (iv) face recognition. The first step
is essential in charge of locating human faces in images and video frames and detecting if these
faces are real. In the second step, the unstructured information (a face) is normalized into a set
of digital information (data) to be consistent with the database. The third step consists of
extracting face features from the real ones. The fourth step verifies if two faces belong to the
same person [7], [8].

Face recognition analytics is based on a ResNet deep learning model trained on a dataset of
about 2.7 million faces; this dataset is composed by the union of the FaceScrub and the VGG
datasets [9], [10]. The former contains 106,863 face images of 530 people, whereas the latter
contains 2.6 million images of 2,622 people. To illustrate the accuracy of the model, the
Labeled Faces in the Wild (LFW) benchmark, which is designed to study the problem of
unconstrained face recognition, is exploited. More than 13,000 images of faces are collected
from the web in this benchmark. The name of the person pictured is associated to every face.
Moreover, at least two photos of 1680 people are included in the dataset. The performance of
the model in terms of accuracy is of 99.38%, meaning that the model correctly predicts if the
images are of the same person. The model based on a ResNet network is composed of 29
convolutional layers corresponding to the ResNet-34 variant presented in [11].

To distinguish between a real and a fake face image, face recognition analytics allows to
monitor the left and right eye, nose, and the left and right ear landmark positions. Using a stereo
camera like the Intel RealSense D435 depth camera, we can create a point-cloud and the 3D
model of the face. Therefore, we can distinguish between real and fake face images with high
probability. Additionally, face recognition analytics also allows to monitor the eye landmark
positions to distinguish between live and static face image, e.g., a recorded video or an image.
An Eye Aspect Ratio (EAR), characterizing the eye opening in each video frame, is exploited
for detecting fake face images. EAR is computed using the height and width of the eye based
on six 2D landmark locations representing eye contours. An EAR differs from real to fake face
image where this ratio remains constant all over the fake frames. A Support Vector Machine
(SVM) classifier is exploited to detect EAR values pattern in a short temporal window. We
adopted a cross-dataset validation on two public datasets: it means that the classifier is trained
on the Eyeblink8 dataset and tested on the ZJU dataset and vice versa [12], [13]. ZJU dataset
consists of 80 short videos of 20 subjects while Eyeblink8 dataset consists of 8 long videos of
4 subjects; these datasets contain ground-truth annotations of blinks. The performance of the
classifier in terms of precision and recall for the two datasets are of approximately 97% and
94%, respectively.

Face recognition analytics exposes an HTTPS API web service to comply with the 1Al toolbox
specifications and it has been packaged as a docker container.

2.5.2. Workflow in Action

Face recognition analytics takes two inputs, namely a ground-truth face image and a video
stream recorded in the airport/train station, for recognizing the passenger. The ground-truth face
image is collected from the passenger’s identity document (either passport or identity card) e.g.,
by means of the E-CORRIDOR Android application, through the support of an Identity
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Management System. A video stream is recorded in the train station kiosk and processed by the
local instance of the E-CORRIDOR framework. Face recognition analytics first exploits the
video stream to select from it the frames where the passenger face appears. Moreover, for
privacy purposes, a saliency detection is employed to select only the section of the image
containing the face of the passenger in front of the train/airport station kiosk, in case multiple
persons behind him/her are present.

To summarize the face recognition analytics workflow, Figure 13 shows the different steps
involved in the authentication of the passenger.
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Figure 13. The proposed face recognition analytics workflow

In details, the steps of the face recognition analytics workflow are as follows:

e Step 1: E-CORRIDOR Android application aims, mainly, to collect the passenger
personal information as well as the choice of his/her ticket journey by following
different guiding instructions.

e Step 2: the passenger performs the sharing of his/her travel documents information
before starting the journey. The Android application is developed in the context of AT
pilot. To be enrolled in the face authentication mechanisms, the passenger must
explicitly opt-in and agree to share his/her personal information with the transportation
service provider (e.g., the train station). Such an agreement is represented by a Data
Sharing Agreement (DSA) rule. The information is stored in the framework in an
encrypted form and made accessible only to the kiosk devices deployed in the airport
and train-station.

e Step 3: it consists of the recording of a video stream required for the face recognition
analytics; this video stream is stored in an encrypted format in the local ISI.

e Step 4: face recognition analytics is invoked according to the above-mentioned DSA
rule in the train station.

e Step 5: similarly to step 4, this step consists in performing face recognition using the
passenger personal information collected in step 1 and a new video stream recorded in
the airport station kiosk. The transmission of the tokenized information from the local
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ISI of the train station to the one located in the airport is performed according to a DSA
rule. Finally, after performing face recognition in the airport station, the same DSA rule
allows to delete all the information for privacy purposes.

2.5.3. Integration and Maturation Status of the First Release
The containerization of the face recognition analytics is achieved, and the resulting Docker is
available on the E-CORRIDOR’s Nexus repository. Several tests were conducted to check the
connection between the local ISI and the IAl in a local setting. Ongoing efforts are oriented at
testing the integration with a DSA policy defined according to the workflow which specifies
authorizations and obligations rules.

2.5.4. Requirements Traceability Matrix

ID in D7.1 (& Priority Requirement
description

Rationale for the
status

Status

ref to D5.1)

E- MUST The accuracy and To be The DSA defined
CORRIDOR- effectiveness of deployed on by the passenger
IAI-FR-01 (E- passengers’ face the final DSA regulates the
CORRIDOR- recognition is release applicability of the
DS-05, E- dependent on the DSA data sharing
CORRIDOR- specified by each needed to perform
DS-06, E- passenger, passengers’ the face
CORRIDOR- activity, and on recognition in
DS-07, E- contextual/environmen subsequent
CORRIDOR- tal properties. touchpoints.
DS-17, E-
CORRIDOR-
DS-23, E-
CORRIDOR-
DS-24)
E- MUST Face recognition can Completed If the passenger
CORRIDOR- be performed at the allows to share
IAI-FR-02 (E- edge. his/her  personal
CORRIDOR information using
Ope-02) the developed E-
CORRIDOR
Android app.
E- MUST Intel RealSense stereo To be Future tests will
CORRIDOR- camera, Light deployed on exploit the same
1Al- FR-03 (E- Detection and Range the final Intel  RealSense
CORRIDOR- camera are used for release camera in use for
Tst-AT-02, E- face recognition to the activity
CORRIDOR- identify passengers recognition
Tst-AT-03) analytics.
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E- SHOULD  The face recognition of Completed The current version
CORRIDOR- each passenger should allows
IAI-FR-04 (E- be used to enhance the authenticating the
CORRIDOR- seamless passenger  using
Use-02) authentication. his/her  personal
information.
E- MUST The inferred passenger Completed The message
CORRIDOR- face information is containing the
IAI-FR-05 (E- transmitted and stored authenticity of the
CORRIDOR- (only for the needed passenger IS
DS-10) time) in a privacy- encrypted and the
aware and  secure DSA regulates the
manner. data retention
period.

2.5.5. Plan for Testing and Final Maturation

Further efforts for the face recognition analytics will be devoted to the design of the Android
application for sharing passenger information. Moreover, we are evaluating the possibility to
adopt a depth camera to detect with more accuracy the presence of a real person in front of the
camera.

We are currently performing integration tests to evaluate the whole workflow. Finally, more
experiments in challenging/real environments will be performed to further maturate the
analytics.

2.6. Activity recognition - passenger authentication [E-CORRIDOR-IAI-AR]

Human activity recognition refers to the classification of the person’s activities using data
collected by wearable, environmental, or vision sensors. An activity is defined as the movement
of one or more parts of the person’s body. Human activity recognition (HAR) technology has
been used to develop context-aware applications in a variety of fields, including Internet of
Things (1oT), Ambient Assisted Living (AAL), and healthcare. As part of the E-CORRIDOR
project, the HAR analytics is used in order to obtain contextual information for enhancing
authentication obtained by other components, such as face recognition and gait analysis.

2.6.1. Component Description

In HAR, activities are generally recorded with specific motion systems, such as optical motion
capture systems. However, in an airport setting, we cannot generally track a traveler with
wearable sensors (with perhaps the sole exception of passengers that install an application on
the smartphone and are willing to share sensor data). Therefore, we focus on image-based
activities recognition analysis.

Our analytics works in two essential steps. The first step is related to the data collection. This
is the most critical and challenging step of the entire human activity recognition task. Through
the proposed methodology, we must ensure that the reached accuracy and representativeness
allow us to correctly perform HAR in the test environment. At this stage, we used multiple Intel
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RealSense D435 series depth cameras, each able to capture color, depth, and two stereo infrared
streams. We first segment the image to extract different persons in the frame, then use a
framework called MediaPipe [14] to identify the human body's critical data points. More
specifically, MediaPipe's Pose calculates and estimates the center point between the person's
hips, the size of the circle circumscribing the entire person, and the incline based on the
Vitruvian man. This framework produces in output 33 points, but we are interested just in the
following 25 landmarks: the nose and the 24 Landmarks (right and left) of the eyes, shoulders,
elbows, wrists, fingers, thumbs, indexes, hips, knees, ankles, heels, and hallux. We process with
this framework the output streams generated by the Intel RealSense cameras to extract the users'
activity sequences and critical data points.

After having generated the labeled datasets, the second step is the learning phase. We feed the
data to machine learning algorithms to classify the activities based on extracted normalized
coordinates of each landmark (25 landmarks), macro features which describe the general
characteristics of an activity, such as speed, cadence, and step length and micro features that
measures the small variations in gait (like shivering). Support-vector machine (SVM), Random
Forest (RF), Naive Bayes (NB) and Long Short-Term Memory (LSTM) algorithms are explored
for preliminary results. Once the best parameters of each model are found, we move on
evaluating their performance and choosing the best one in terms of two measures: Precision and
Area Under the Curve (AUC).

2.6.2. Workflow in Action

Activity recognition analytics takes as input video streams recorded in the airport/train station,
for recognizing the activity of the passengers. These videos are collected by means of the D435
cameras connected to Raspberry Pi devices running an edge instance of the E-CORRIDOR
framework. The videos are then sent to the Information Sharing Infrastructure (I1SI) subsystem,
encrypted, and made available for processing by the activity recognition analytics. Following
the same approach adopted by the face recognition analytics, to enroll the passenger in the
activity recognition mechanisms, he/she must explicitly opt-in by accepting a DSA with the
transportation service provider (e.g., the train station). By following the DSA, from this point
on only the activity recognition analytics will be able to perform analysis on those videos.

To summarize the activity recognition analytic workflow, Figure 14 shows the different steps
performed for authenticating the passenger.
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Figure 14 The proposed activity recognition analytics workflow

The steps of activity recognition analytics workflow are as follows:

Step 1: it consists of the recording of a video stream required for the activity recognition
analytics for each of the depth camera; these video streams are stored in their local 1SI
in an encrypted format.

Step 2: activity recognition analytics is invoked according to a DSA rule in the train
station. In addition to allowing the data processing only to such analytics, the DSA will
pose additional constraints such as on location and organization for which the analysis
can be performed.

Step 3: similarly to step 2, this step consists of performing activity recognition using the
videos collected in step 1 and new video streams recorded in the airport station. Finally,
after performing activity recognition in the airport, a DSA rule enforces the deletion of
all these data for privacy reasons.

2.6.3. Integration and Maturation Status of the First Release

We performed some initial tests in our labs whose setting was as follows:

Five healthy adults (our research colleagues working in the project) participated in the
data collection with different morphological characteristics and various clothes.

The dataset targets actions commonly observed in an airport environment. Therefore,
each participant completed five activities: walking, walking with a bag, walking with a
suitcase, sitting, and standing
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e The objects utilized in the activities have been placed in such a way that they stimulate
the adoption of various postures. However, no instructions were provided to the
participants on how to complete each activity.

Each trial consisted of performing one of the above mentioned five activities. We recorded
streams (color, depth, stereo infrared) from multiple Intel RealSense D435 cameras. Each
participant performed all five activities, with two consecutive trials per activity, i.e., ten trials
per participant. The time required to each participant to complete the recording was of
approximately 1 hour, including recording time, break time, and repetition time due to problems
in the recording. Therefore, the dataset includes a diversity of participants and several trials of
activities performed in different ways to consider inter-and intra-individual movement
variability.

The data for this preliminary test were collected in a laboratory environment (laboratory
corridor and university hall). In the laboratory corridor, each of the four cameras were
connected to a computer to perform the data collection. The cameras were positioned at a height
of 2 meters: at the entrance, in the middle, and at the end of the corridor. In the university hall,
we adopted three cameras positioned in a well-studied corner to have a good viewing angle
close to the conditions in the airport. Figure 15 shows how the hall was equipped with these
cameras positioned at different angles of the room, to capture information of the participant
acting at about 3 meters from different points of view.

Figure 15 Camera installation in the university hall

Among the above-mentioned classification algorithms, results from our experiments show that
the SVM provides better results in the activity classification with an accuracy of 91%. Whereas,
for identifying the person performing the activity, results show that the Random Forest
generated the best model, with an accuracy of 96%.

Currently some features are available and preliminary tests have been performed. During the
next year additional features will be added, and tests performed. A summary of the performed
efforts and a plan for the next year are reported in the following table.
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Feature
Primary laboratory tests
Skeleton data extraction

Primary classification using deep learning algorithms

Extended lab tests
On-site tests

Current version

v
v
v

Improving the accuracy of the deep learning methods in

online tests

Integration of new skeleton data arriving on-the-fly
Integration and tests with E-CORRIDOR framework

2.6.4. Requirements Traceability Matrix

ID in D7.1 (& Priority

ref to D5.1)

Requirement
description

Deliverable D7.2

Final release

Rationale for the
status

E-CORRIDOR-
IAI-AR-01 (E-
CORRIDOR-
DS-05, E-
CORRIDOR-
DS-06, E-
CORRIDOR-
DS-07, E-
CORRIDOR-
DS-17, E-
CORRIDOR-
DS-23, E-
CORRIDOR-
DS-24)

E- MUST
CORRIDOR-
IAI-AR-02 (E-
CORRIDOR

Ope-02)

E: MUST
CORRIDOR-

IAlI-  AR-03

(E-

CORRIDOR-
Tst-AT-02, E-
CORRIDOR-
Tst-AT-03)
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MUST

The accuracy and
effectiveness of
passengers’  activity
recognition 5
dependent on the
DSA specified by
each passenger, and
on contextual
properties.

Activity  recognition
can be performed at the
edge.

Intel RealSense stereo
cameras and Light
Detection and Range
camera are used for
activity recognition

To be
deployed on
the final
release

To be
deployed on
the final
release

To be
deployed on
the final
release

Macro features
(e.g., color of the
clothes, and
skeleton data

obtained by the
depth camera) will
be shared on the ISI
if passengers accept

the service
beforehand.
If the passenger

allows to use
activity recognition
through the E-
CORRIDOR
Android app.

A setting with few
cameras has been
tested in the lab
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E-
CORRIDOR-
IAI-AR-04 (E-
CORRIDOR-
Use-02)

E_
CORRIDOR-
IAI-AR-05 (E-
CORRIDOR-
DS-10)

2.6.5. Plan for Testing and Final Maturation

SHOULD The

MUST

activity
recognition of each
passenger should be
used to enhance the
seamless
authentication.

The inferred passenger
activity information is
transmitted and stored
(only for the needed

time) in a privacy-
aware and  secure
manner.

To be
deployed on
the final
release

To be
deployed on
the final
release

Deliverable D7.2

The current version
allows
authenticating  the
passenger based on
his/her skeleton
data.

The message
containing the
authentication of the
passenger IS
encrypted and
associated with a
data retention

policy.

We are now focusing on enhancing the accuracy of our activity classification and person
identification based on the developed end-to-end deep learning algorithm. Firstly, extended
tests will be performed in the laboratory for on-the-fly skeleton data extraction as well as online
activity recognition including a fourth depth camera located in the hall. Finally, further testing
will be possibly conducted in the airport and train station.
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3. Privacy Preserving Itinerary Planning — Task 7.2

Nowadays, people often choose multi-modal travels. This task aims at providing analytics to
support the trip planning by inferring the best itineraries according to the traveler’s interests
and preferences such as CO2 footprint, price, time, and number of connections. While planning
the best trips, the analytics exploits public and anonymized data and self-adapt the plans to
context changes or encountered critical situations.

3.1. CO2-aware Trip Planning [E-CORRIDOR-IAI-MMIP]

3.1.1. Component Description

The trip planning can exploit multiple mobility solutions such as electric vehicle, car sharing
and on-demand bus services along with public transit information. To improve the user
experience, users can customize their trip with their own preferences.

The analytics uses the mature A* algorithm [15] to route the passengers to the desired location.
This is aided by the preferences supplied by the user but, as some journeys require walking
further, or due to scheduling the arrival time might not be reached, these parameters are modeled
as soft constraints.

The main use case for this analytic is the S2C-US-03 “Trip planning and Carbon footprint”
described in D3.1. To fulfill the pilot requirement, the Multi-Modal Trip Planner interacts with
the CO2 analytics [E-CORRIDOR-IAI-CFA] (please see Sec. 5.1) to provide the end user with
CO2 calculations on their journey. Furthermore, following recent trends on the public transport,
to achieve a more equitable and efficient mobility in European cities, the trip planner foresees
the integration with a micro subsidies calculation engine. More precisely, the Rideal’s micro
subsidy engine [16] will be integrated to manage, monitor, and control rider incentive programs.
By calling the external micro subsidy engine with limited information, the analytics will then
be able to inform the user about the availability of a micro subsidy for the desired trip. In such
a way the users, from a variety of available routes, can better choose also considering
discounts/offers that may be available.

Using a RESTful API, the S2C pilot environment can access the service and get the required
data back in a simple JSON format. To customize their trips, users may include their preferences
such as transit mode or distance walked, and the analytics will consider these in the computation
of the best fitting options. In any case, these options have default values. Figure 16 shows the
exposed API.
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POST http:Af192.168.0.1%9:8080/otpsstartanalyticifromPlace=48. BB08 32292 50TE26%2C2. 352 B55 205535888 T Aol
Key Wakue
fromPlace 48 BE0832292507B26%2C2 353B5520553588E8T
toPlace 48836701 3IB0E37E5W2C 2, 2B44606044921875
ﬂ time 11%3a11am
date 03-08-2022
mode BUSHICWALE®REZCBICYCLE_RENT
maxWalkDistance 500
arrveBy false
wiheelchair falsi
debugltineraryFilter false
locale en.

Figure 16 The startanalytics endpoint with the Itinerary Trip Planning parameters

3.1.2. Workflow in Action

When coupled with the S2C pilot application, the Multi-Modal Trip Planner will respond with
the data required to show the path on the map. The path is represented using polylines, and the
info box will return the itinerary of the planned trip including the CO2 calculation, and the

likelihood of receiving a micro-subsidy.
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Figure 17 The S2C pilot application for the Multi-Modal Itinerary Planning

Having developed further upon the service, the Multi-Modal Trip Planner has integrations with
the 1ALl interface and can be accessed through the /startanalytic interface with its relevant
parameters.

As the integration with the CO2 calculation and the micro subsidies engines progress the trip
planner analytics will be able to expand the options available to the user as well as return more
detailed results to the end user.

3.1.3. Integration and Maturation Status of the First Release

Implementation and integration efforts are summarized in the following table as well as if these
are ready or will be part of the final maturation.

Feature Current Final
version  release
Primary integration into 1Al v
Primary Integration of Micro subsidies v
Primary Integration of CO2 Calculation Analytic — task 7.4 v
Full integration in the E-CORRIDOR framework (ISl interaction) v
Access data for GTFS/GBFS feeds externally v
Micro subsidies integration v
Integration of the CO2 calculation analytics v
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3.1.4. Requirements Traceability Matrix

IDinD7.1 (& ref Priority Requirement Status Rationale for the
to D5.1) description status
E-CORRIDOR- SHOULD The multi-modal trip Completed Once supplied with
IAI-MMIP-01 planning tool should a feed address the
(E- be able to pull data multi-modal  trip
CORRIDOR- (such as  public planning tool pulls
DS-20, E- transit feeds) from for the requested
CORRIDOR- external sources, data at a specified
Tst-Int-S2C-02) with specified interval

polling intervals.
E-CORRIDOR- MUST Data used to Completed The  multi-modal

IAI-MMIP-02 automate trip trip planning tool
(E- planning needs to be uses only data seen
CORRIDOR- obfuscated or to be public
DM-01, E- anonymized to (location) and does
CORRIDOR- enhance the privacy not save user data or
DM-02, E- preservation. It associate  location
CORRIDOR- should  be also data with user data.
Sec-RC-01, E- deleted after a certain

CORRIDOR- amount of time.

DS-10)

3.1.5. Plan for Testing and Final Maturation

Moving forward during the final tests the Multi-Modal Trip planner will get incremental
updates and complete the integration with 1Al API. Moreover, the integration plan with the E-
CORRIDOR framework foresees that the data to and from the multi-modal trip planner will
pass through the IS1 subsystem. The end goal is to have seamless access to trip planning services
with CO2 calculations and micro subsidy information embedded in the E-CORRIDOR
framework.

As the planning aspect of the multi-modal trip planner already uses mature algorithms, future
iterations of this component will mainly involve the exploitation of the ISI and any small
changes to the CO2 integration.

Using the S2C pilot environment, the API responses will be tested to ensure that the user ends
up with the best options for their given route. This feature testing will involve checking different
routes across the day. Such a testing will involve the verification and validation of the:

e Integration with S2C pilot front-end

e Micro subsidies integration results

e CO2 integration results

Although these final tests cannot be carried out through the test suite, the current test suite for
the routing does ensure that the routing planner works as expected.
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4. Privacy Preserving (Security) Analytics — Task 7.3

Analytics based on privacy-preserving techniques such as Fully Homomorphic Encryption
(FHE) and secure two-party computation (2PC) can ensure privacy over the user data even at
execution time. By considering the pilots’ scenarios and the related security and privacy
constraints, the two techniques have been used to customize analytics for the S2C and the AT
pilots. In particular, the FHE has been used to check the validity of the driving license against
a repository of valid numbers, whereas the 2PC has been exploited to match the passenger
preferences with the services offered in the airport terminal.

4.1. OpenAPIl for Fully Homomorphic Encryption [E-CORRIDOR-IAI-
FHEC]

Fully Homomorphic Encryption (FHE) is a form of encryption that allows one to perform
computations directly on the encrypted data. Such a technique is finding application in cloud
computing services to increase security and respect the privacy of the users. However, FHE
processing is generally orders of magnitude slower than the corresponding plaintext operations.
Such an issue can limit its applicability in real-time systems or more generally in all the
application where time is critical.

4.1.1. Component Description

To mitigate the above-mentioned performance limitation, we propose an efficient pattern
search algorithm deployed on a computer cluster. Such an algorithm can check if a given
encrypted information is present in an encrypted dataset without revealing any additional
information on the plaintext data. Application domains span from secure analysis and
monitoring to private search in a database. In accordance with the S2C use cases, in this section
we applied our solutions to verify the validity of a driver license number against a database of
expired, not valid, or suspended cards.

The component is composed by two main subsystems:

e The homomorphic encryption engine: in charge of evaluating the function e.g., to check
the validity of the driving license.

e The supporting functions (exposed as Open API) to handle requests to the database i.e.,
for storing, deleting, modifying a ciphertext.

In general, the component requires the generation of the secret and the public keys (plus
additional special keys useful for optimization purposes). As first step, the database constituting
the ground truth is encrypted. Later, whenever there is a need to check the validity of a driving
license, the latter is encrypted before being analyzed. The evaluation engine takes in input the
ciphertexts of the driving license(s) under analysis and the one of database, and returns the
presence of a match (i.e., an intersection among the two sets). Thanks to the adoption of the
FHE technique, no other information is reveled, and the data are encrypted even during
computation.
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4.1.2. Workflow in Action

In the E-CORRIDOR framework, the needed keys are generated by the CSI (Common Security
Infrastructure) subsystem. As discussed above, the prosumer uses these keys to create a new
reference database with the list of valid driving licenses (the keys are later used to manage such
a database). The API exposed by the analytics is presented in Figure 18.

{3} swa gge r dap-analysis-pip (/api/analysis-pip/v2/api-docs) Explore

e-market Service API documentation

This is API documentation for working with PIP Features

Contact the developer
CEA 2.0

API Privacy Preserving Recommendation System
/openapi/v1/pip-client/fhe-interest-based-service-matching/analysis

Invoke analysis for 2 sets of encrypted items
API Secure Database matching
/openapi/v1/pip-client/database-pattern-matching/init-database Init database

/openapi/v1/pip-client/fhe-database-pattern-matching/analysis

Invoke analysis on FHE encrypted database

/openapi/v1/pip-client/fhe-database-pattern-matching/item delete data item in encrypted database
/openapi/v1/pip-client/fhe-database-pattern-matching/item Add data item into database

/openapi/v1/pip-client/fhe-query-database-pattern-matching/analysis

Invoke analysis with encrypted query on database containing hash items
[ Base urL: /api/analysis-pip , a1 version: 1.0.0 ] 7]

Figure 18 Pattern Search Analysis API

To exemplify the process, the database with the ground truth is first created by calling the init-
database API. Then, in order to check if a driving licence is valid (i.e., if it is part of the database
created in previous step), the user invokes the analysis API providing in input the driving
license number that he/she wants to verify (with the privacy-pattern attributes highlighted in
Figure 19). Such an input is encrypted before being sent to the E-CORRIDOR server for
analysis.
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fopenapitvl fpip-clientfhe-database-pattern-matchingfanakysis

e mtat g
APl management for invodang FHE analysis on encrypted database

[ e ¢ gt
Ll CRA%S [

Server response related to Id of algorithm

Example Value
“value™; “string"

Response Content Type | apghcalionson +

contractld 3 1D of pentract ] siring
databate-  BSOTedTIOaaslTeedlac05a44B81146! dats bais relerenis qaery HIFing
references combrect

contract

partmerld clem I of partner queery wring
privacy- |[FRO0#03 ] Wrivacy data applied  query string
pattern th slgorithm

requestld 99 10 of your request quesry string
b Created

+00 Bad request string

481 Unsutharized

403 Forbidden

+04 Kot feund string

Try & out!

Figure 19 Driving license checker API

As in case of large databases the analysis can require several seconds, an asynchronous
approach has been adopted. Therefore, upon submitting the request, the user receives a
reference identifier later used in the result manager API (see Figure 20). By invoking the
analysisReferenceld and providing the reference identifier, the analysis results can be retrieved
(i.e., a Boolean value representing the presence/lack of a match in the database).
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3 swagger dap-analysis-result-service (fapi/dap-analysis-resulthv2/apl-docs) ¥ Explore

DAP-FHE-ANALYSIS RESULT Management Service API documentation

This is AP documentation for WDI"I:II"IE with DAP-FHE ANALYSIS RESULT Ma nager EﬁSIl‘lE‘

Contact the developer
VM 2.0

CREATE Analysis Result
fopenapi/v/bigpi-analysis-result/fheFS/metadata/{partnerld}/{contractid}

Create Analysis Reference Ticket

m fopenapifi /bigpi-analysis-result/fhefS/{partnerld}/{contractd} Create Analysis Reference Ticket

DELETE Analysis Result
fopenapifvl/bigpi-analysis-result/{partnerldi/{contractid}/{analysisReferenceld}
Delete Data Reference Worker
GET Analysis Result
58 /openapi/vl/bigpi-analysis-

E fopenapi/vl/bigpi-analysis-result/entity/{partnerld}/{contractid}/{analysisReferenceld}
GET Analysis Result Entity Object

fopenapi/vl/bigpi-analysis-result/fhe/metadata/{partnerld}/{contractid}/{analysisReferenceld}
GET Data Analysis Entity Metadata Object
Ping

fopenapifv1/bigpi-analysis-result/{username} call helle and simulating failException

UPDATE Analysis Result Object
m fopenapiiv/bigpi-analysis-result/fheFS/{partnerid}/{contractid}

Id-diidiy315-TEsu A .

Figure 20 Pattern Search - Result API

4.1.3. Integration and Maturation Status of the First Release

At the time of writing this document, the algorithm and APIs have been implemented and their
functioning tested on the CEA server. The integration in the E-CORRIDOR framework is in
progress as well as the containerization of the component.

The experiments of our pattern search algorithm have been conducted on an Intel Core i7-
7600U with 16GB of memory and Ubuntu OS installed. Results show that a set of 102
ciphertexts can be checked in less than 0,5 seconds. However, some security parameters of the
algorithm can be tuned to work with a larger set of ciphertexts or to improve the security level.
These changes will affect the performance of the algorithm and further optimization tasks
would be needed.
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4.1.4. Requirements Traceability Matrix

Deliverable D7.2

IDinD7.1 (& ref Priority Requirement Status Rationale for the
to D5.1) description status
E-CORRIDOR- MUST The mapper Completed FHE processes
IAI-FHEC-01 functionality ensures data on encrypted
(E- that the data sharing format. Therefore,
CORRIDOR- constraints expressed data stored in the
DA-03, E- in the DSA are cloud are always
CORRIDOR- enforced at any time encrypted.
DA-05) during the analysis.
E-CORRIDOR MUST Data used to identify Completed The FHE engine
-1AI-FHEC-02 drivers may require can work with any
(E- to be transformed basic data format
CORRIDOR- into a common data such as integer,
DA-02) format to work with string, etc. Driving
the analytics. license are usually
a string of
alphanumeric
characters thus the
translation is
straightforward.
E-CORRIDOR MUST The In-Vehicle Under If the driving
-1AI-FHEC-03 Infotainment (IVI) or evaluation license should be
(E- Electronic  Control with the S2C checked along
CORRIDOR- Units (ECUs) may be pilot additional
Tst-S2C-01, E- used for collecting attributed (such as
CORRIDOR- GPS and connection the car position),
Tst-S2C-02) behavior data. the analytics will
be extended to
accept multiple
parameters.  This
option/need is still
under  discussion

with the S2C pilot.

4.1.5. Plan for Testing and Final Maturation

To deal with large datasets, a distributed version of the analysis is under development. The
designed approach will exploit multiple virtual machines for the execution of the evaluation
function. Moreover, the component will be integrated in the S2C pilot, and its customization
will be finalized according to the received feedback.
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4.2. Secure Two-party-computation for interest-based services [E-
CORRIDOR-IAI-MPCSR]

4.2.1. Component Description

In this section, we describe an interest-based analytics based on the usage of the secure Two-
Party Computation (2PC) technique. In particular, the analytics uses the 2PC-based service
sharing part of the Advanced Security Subsystem (ASI) subsystem and described in T8.3 of
D8.2. The goal of Interest-Based 2PC is to provide a way to run analytics that will use
passengers’ private information, however without disclosing those private details to the other
party.

Note that with respect to the D7.1, we refined this analytics in agreement with the pilot’s
requirements. Initially, we were considering applying the Secure Multiparty computation to the
driver identification in the S2C pilot scenario. Within the second year of the project, we noted
that part of the concepts introduced in corresponding section of D7.1 (please see Section 4.2
there) can be used to make the Driver DNA analytic private, as described above in Section 2.1.
Hence, in this section we describe the analytics we are developing for the AT pilot that has
shown a huge interest in the usage of the S2PC protocol to provide customized services to
passengers according to their interests.

4.2.2. Workflow in Action
The analytic works considering two main actors involved, they are:

e A Service Provider that is represented by the airport and/or train station.
e A Prosumer that is represented by a passenger during his/her multimodal travel.

The Prosumer aims to run a particular service offered by the Service Provider. When running a
service both parties involved wish to keep their data private. In particular, the offered service
will make use of the prosumers’ interests.

The scenario that is under consideration for the AT pilot foresees passengers involved in a
multimodal travel that move from, for instance, a first part of the travel done by train to the
second part, which involves a connection flight. The passenger has some free time to spent to
go to a restaurant before the departure. When the passenger is approaching the airport, she will
be able to use her smartphone to run the interest-based analytic that uses the 2PC technique to
keep private the involved data. The service provider hosting at the airport side will allow the
passenger to know all the restaurants that match the passengers’ interests.
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Table 1 Set of interests that a passenger can consider with examples

Parameter Description Value types
Menu It considers the type of restaurant Italian, American,
Indian, Japanese
Location How far from the passenger position In a range of 200 meters
Cost It expresses the type of restaurant in terms of Cheap, expensive
costs. For instance, a fast-food or an expensive
restaurant

Time to wait It approximately indicates the maximum amount = Less than 10 minutes
of time to wait until the passenger is served

Table 1 shows the list of interests currently considered to be part of the interest-based
analytics. A passenger has to set up those parameters before running the analytics. For each
interest, a passenger can provide her degree of preferences, and these will be matched in a
private manner with the information available by the service provider.

Kiosk Smartphone
______________________ -
: Master Edge device | : Master Edge device |

| I

: Local ISI | : Local ISI |
oLl | | oLl | |

: | —— | |
I csi : | + csi :
| Local IAI | | Local 1Al I
: asi || : asi ||
| I | I
| I

e e J e e e J

Figure 21 Interest-based 2PC service between a Kiosk and Smartphone

In Figure 21, we show an interaction between a self-service kiosk, which resides at the airport
side and acts as Service Provider party, and a passenger’s smartphone. All data related to the
passenger’s interests and the available restaurants are first stored in the local I1SI. Then, when
the analytics that involves the 2PC—based service sharing component is run, the 2PC module
available in the ASI subsystem is triggered.

4.2.3. Integration and Maturation Status of the First Release

At the time of writing this document, the analytics works as standalone component and its
integration with the AT Pilot and the E-CORRIDOR framework is in progress. The current
implementation is written in Java, and it is based on CBMC- GC tool [17]. It is composed of
two main parts: the compiler that translates functions written in “C” into garbled circuits, and
the interpreter that can execute compiled functions [18]. Thus, CBMC-GC offers a very flexible
high-level language that allows developers to express a wider range of functions compared to
simpler techniques, which for instance only focus on simple private matching operations.
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Deliverable D7.2

To work with passengers’ smartphones, we have extended and adapted CBMC- GC to work on

the Android operating system (OS).

@ E-Corridor - 2PC based service

Q@

My Restaurant

Distance (meters)

50 4

Price

@ E-Corridor - 2PC based service

4
My Restaurant
Distance (meters)

50 4

Price
S y s |
Cuisine C s
American 4 4
Time to wait (minutes) 188 (minutes)
10
A 388 o
Find Find
$88$
$8858

Figure 22 2PC - based service main Figure 23 2PC- based service price
window customization

In Figure 22 and Figure 23, we show the 2PC-based service app customized to work in a
standalone fashion for the AT pilot. With the app, a passenger will be able to get a list of
restaurants based on his/her preferences customized through the app itself. Once the passenger
has indicated the preferences, he/she will get the list of restaurants that will be selected
according to the preferences in a complete privacy-preserving manner, i.e., the passengers’
preferences will not be disclosed with the service provider and vice versa.

Our version of CBMC- GC extended to work as 2PC — based service sharing is able to work on
a scenario that foresees the usage of two devices based on the Android OS, or in a hybrid case
in which an Android OS and an edge node or cloud node that supports the Java virtual machine
are involved.

4.2.4. Requirements Traceability Matrix

As remarked at the beginning of this section, the privacy-preserving computation capabilities
originally proposed for this analytics have been merged in the Driver DNA analytics (in Section
2.1) considering the privacy requirements of the S2C pilot. On the other hand, there was a
surging need and opportunity in the AT pilot to match the passenger preferences with the
services offered in the terminal. In the following table, the contribution of the analytics to the
platform requirements has therefore been adapted.
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IDinD7.1 (& ref

Priority

Requirement

Deliverable D7.2

Rationale for the

to D5.1) description status
E-CORRIDOR- MUST Stakeholders may Completed The analytics
IAI-MPCSR-01 require running adopts the 2PC-
(E- analytics expressing based service
CORRIDOR- conditions to sharing provided
DS-09) preserve by the ASI
confidentiality over subsystem to
the shared data. assure
confidentiality on
the user’s and
service provider’s
data
E-CORRIDOR- MUST Data used to identify Completed The 2PC technique
IAI-MPCSR-02 the user may require assure privacy on
(E- to be obfuscated, the data even
CORRIDOR- anonymized or other during
DM-01, E- privacy-preserving computation
CORRIDOR- technologies must be
Sec-RC-01) adopted.
E-CORRIDOR SHOULD Data used to identify Nextrelease We are working
-IAI-MPCSR- users may require to with the AT pilot to
03 (E- be transformed into a understand the best
CORRIDOR- common data format format to express
DA-02) to work with the the services offered
analytics. in the airport
E-CORRIDOR MUST Analytics can be run In progress The analytics may
-IAI-SR-02 (E- at the edge. run on two
CORRIDOR Android
Ope-02) smartphone or with
devices running the
Java virtual
machine.
E-CORRIDOR SHOULD The In-Vehicle Not applicable: by considering the
-1AI-SR-03 (E- Infotainment (IVI) or requirements of the S2C and AT
CORRIDOR- Electronic  Control pilots, the privacy part has been
Tst-S2C-01, E- Units (ECUs) may be included in the Driver DNA
CORRIDOR- used for collecting analytics (please see Section 2.1)
Tst-S2C-02) GPS and driving and here we focus on the airport

behavior data. information kiosk

4.2.5. Plan for Testing and Final Maturation

Our current effort is oriented to the improvement of the interest-based service sharing analytics
and to its development and customization for the AT pilot scenario. Moreover, we are working
on the integration of the underlying 2PC-based component as service in the ASI subsystem to
make the service reachable by the ASI gateway.
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Then, we will progress on the maturation of the 2PC-based service sharing component to
properly work as an ndroid application with the support of the CBMC-GC framework. In this
way, this analytics will be able to work both at the user side and at the edge of the E-
CORRIDOR framework.
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5. Carbon Footprint Analytics — Task 7.4

In a world where ethical choices are on the rise, people are more aware of their impact relating
to their choices, be it in travel or home life. To aid with this trend this CO2 calculator uses data
collected by the EU and a blend of technologies designed in E-CORRIDOR to provide the
information needed to make informed choices on carbon footprint in relation to travel plans.

5.1. CO2 analytics [E-CORRIDOR-IAI-CFA]

5.1.1. Component Description

As user plans his/her trip, the main goal of this analytics is to provide information on CO2 usage
on that trip so that he/she can make an informed decisions on the trip choices. Thanks to this
information users can choose a route having a lower carbon footprint and help keeping CO2
emissions down. Presented with this information hopefully users will become more aware of
their carbon footprint over their journeys and will end up choosing the greener option.

The CO2 calculator analytics is accessed using an API endpoint that provides the following
information: vehicle type (bus, car, truck, etc.), vehicle maker, model, and year. Based on these
values the component currently has multiple ways of calculating CO2 usage (g/km):

e CO2 Approximator: the CO2 calculator uses an approximate evaluation for CO2
footprint per passenger on a bus over a distance travelled.

e Database look-up: the CO2 usage is calculated using the EU provided dataset for
passenger vehicles (available at: https://www.eea.europa.eu/data-and-maps/data/co2-
cars-emission-20).

After the above calculation/lookup has been carried out the result is returned to the caller.

5.1.2. Workflow in Action

The CO2 calculator communicates over the 1Al API using the /startanalytic endpoint. The list
of the available parameters along with their description are reported in Figure 24.
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POST localhost:5008/startanalytic?distance=8456&mode=car&make=nissan&model=micra&year=2020&cubic_capacity=999&fu... Params Send b 72 Save

Key Value Description

distance 8456 distance as number (in meters)

mode car mode as string (car, bus walk)

make nissan make as string (ford, nissan toyota...)

model micra make as string (manufacturer specific fiesta, focus kuga...)
year 2020 year as number (2020)

cubic_capacity 999 cubic_capacity as number (999, 1560 ...)

[ I

fuel petrol fuel as string (petrol, diesel, electric, hybrid)

Headers

Key Value Description

Body 7) Status: 200 OK r 34 ms

Raw

[1006.264,1175.384]

Figure 24 The CO2 calculator API

When the data are sent via the API, the parameters are parsed and checked for correctness, the
calls are made to the database if needed and the response from the database is checked to ensure
it validates the desired output. At this point the response is formed for the trip planner and it is
then sent back. At present, the response is returned to the sender. In a future iteration of the
component the CO2 calculator could store its response in the I1SI, where the data could be used
by multiple analytics e.g., for providing the end user with common CO2 usage for a planned
route. Figure 25 represents the described workflow.

CUZ Calculation AFI
Carbon footprint Database RESTiul webservice for carbon

footprint calculation

____________________

Database lookup ][ C0O2 Approximator User profile

Figure 25 CO2 analytics - APl Flow Diagram

When the end user plans a trip, the current version takes distance for a bus journey and
calculates the CO2 usage over that journey. As a bus can carry many passengers, the
calculations are shown on a per passenger basis, based on the most common bus types used for
public transit. The calculator then returns this value to the multi-modal trip planner, where the
value is shown on the itinerary. This allows the end user to choose a route that best suits their
needs but also their ethical view towards their carbon footprint. Figure 26 shows how the data
are presented to the end user.
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Travel 11:52am, 03/08/2022
Time 40 mins
GenCost 8536

Total Walk 1.1 km
Total drive 5.7 km

Transfers 0
Fare N/A
Book car Clem Car Rental

MicroSubsidy true
Co2 Footprint 384.658 g/Journey

Figure 26 CO2 calculation shown to end user

5.1.3. Integration and Maturation Status of the First Release
Currently, we are adopting the EU environment agency CO2 emissions from new passenger
cars database to compute the CO2 footprint. During the verification process we noticed that, on
the supplied information, there were some ambiguities for some vehicles. Indeed, multiple
entries in the database matching a given vehicle could correspond to a wide range of CO2
values. E.g., the query:

distance=8456&mode=car&make=ford&model=focus&year=2020&cubic_capacity=999&f
uel=petrol

returns the results reported in Figure 28. Currently, our analytics return a range of CO2 values
as further research will be needed to identify how to handle this correctly.
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Make Commercial Category Category Total new Mass in WLTP  Specific Specific Wheel Axle Electric Axle Fuel Fuel Engine Engine
name of the ... ofthe.. registrations runningorde.. test.. CO,E.. CO,E.. base.. width.. range.. width.. type mode capacity.. power...

FORD FOCUSC- M1 1 1392 129 2640 DIESEL M 1560 80

MAX
FORD FOCUSC- M1 1 1423 154 2640 DIESEL M 1560 80

MAX
FORD  FOCUS C- M1 1 1391 127 2640 DIESEL M 1560 66

MAX
FORD = Focus M1 M1 1 1518 113 133 2700 1581 1576 DIESEL M 1995 110
FORD = Focus M1 M1 1 1383 101 131 2700 1581 1576 PETROL M 999 92
FORD = Focus M1 M1 1 1431 135 166 2700 1581 1576 PETROL M 999 92
FORD  Focus M1 M1 1 1395 17 141 2700 1581 1576 PETROL M 999 92
FORD  Focus M1 M1 1 1559 m 136 2700 1581 1576 DIESEL M 1995 110
FORD  Focus M1 M1 1 1395 17 141 2700 1581 1576 PETROL M 999 92
FORD  Focus M1 M1 1 1395 17 142 2700 1581 1576 PETROL M 999 92

Figure 28 An example where for the same vehicle multiple CO2 emissions are returned

Moreover, the database has a rich set of parameters to identify a vehicle correctly (e.g., weight,
fuel type, or presence of innovative technologies). As all these values might not be available to
the calling services, in case of similar vehicles matching the request a range of CO2
consumption is returned.

The current version of the component runs standalone. During the next year the component will
be fully integrated in the E-CORRIDOR framework and improve the API exposed for the end
user. The table below summarizes status and plan.

Feature Current version Final release

Standalone v
Internal API v
Primary integration into 1Al v
Data polling with intervals v
End user API access v
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5.1.4. Requirements Traceability Matrix

IDinD7.1 (& ref Priority Requirement Status Rationale for the
to D5.1) description status
E-CORRIDOR- SHOULD The carbon footprint In progress For final integration
IAI-CFA-001 analytics tool should there will be CO2
(E- be able to pull data consumption data of
CORRIDOR- (such as carbon different  vehicles
DS-20, E- profiles of different and then the
CORRIDOR- vehicles) from analytics will
Tst-Int-S2C-02) external sources, calculate COo2
with specified values for a route
polling intervals. based on the vehicle
selected

5.1.5. Plan for Testing and Final Maturation

We are designing a set of test cases to validate that the data coming to the CO2 calculator and
from the different external calculators are correct. We will then focus our efforts on the
integration with the trip planner and the analytics toolbox.

The driving style data could be considered as another factor affecting the CO2 results. We will
then evaluate the chance of exploiting the driving style built by the Driver DNA [E-
CORRIDOR-IAI-SR] (that considers RPM, breaking, speed/speeding, etc.) to create a CO2
usage profile customized for each user.
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6. Intrusion Detection Technologies — Task 7.5

To strengthen the cyber-security of the transportation service providers in ever more connected
ecosystems, the E-CORRIDOR framework provides a set of solutions to prevent and detect real
attacks. In such a way, mitigation strategies and solutions can be adopted, as well as targeted
notifications can be fostered exploiting the collaborative analysis capabilities of the E-
CORRIDOR framework.

This task proposes analytics to perform intrusion detection and prevention in network connected
systems with a particular focus on the automotive domain.

6.1. Automotive Intrusion Detection [E-CORRIDOR-1AI-CANIDS]

6.1.1. Component Description

The Automotive Intrusion Detection component aims at providing interfaces to both create and
utilize classification models for automotive network data, such as recorded CAN bus
communication. For example, we consider a car sharing provider with a large fleet of similar
vehicles as a possible user of this service. The provided interfaces enable such a client to create
a set of models based on the normal behavior of his individual vehicles and evaluate newly
recorded driving sessions in a simple performant manner, to recognize anomalous behavior or
contaminated systems early.

Currently, the intrusion detection service provides a manner to create and refine Neural
Network-based models built on the Python 3 Tensorflow framework, from recorded CAN bus
traffic. In its final iteration, we will provide a set of different classification mechanisms for
several data types that are typically used in the automotive context, such as CAN bus or
Automotive Ethernet.

Then, the system can use these trained models to evaluate recordings of arbitrary length on
possible anomalies. All evaluation results will then be made available to the operator that
initiated the analytics step in the form of a copy of the recording with each message flagged
according to the evaluation result. In the next iteration this step will be refined to provide
intrusion reports in different configurable formats.

The intrusion detection approach implemented by us has been developed over the course of our
previous publications [19, 20, 21] on automotive intrusion detection methods. We have
discussed the possible threats and attack surfaces of the automotive domain [22, 23] and
evaluated the in-vehicle network regarding privacy-awareness [24] and trust [25]. Regarding
the next iterations, we work towards integrating new communication protocols to be compatible
with the Automotive Intrusion Detection analytics service and we have discussed SOME/IP
regarding security [26]. In order to integrate the different approaches into a generic automotive
architecture and to evaluate how they could successfully interact and cooperate with one
another, we have designed several security patterns as a collaboration with different E-
CORRIDOR partners [27].

6.1.2. Workflow in Action

As a prerequisite for the usage of the Automotive Intrusion Detection component we assume
that clients are constantly recording and uploading CAN bus communications from one or many
vehicles of their fleets to the E-CORRIDOR framework through the ISI subsystem.
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Initially there will be no detection model for the respective vehicle present. Thus, after
providing enough initial data from a small number of driving sessions, an initial model should
be trained on the uploaded data. This requires either that previously anomalies have been
observed and manually identified or synthetic anomalies are introduced to the clean recordings.
Though the initial training on synthetic intrusions may impede the performance of the model at
the beginning, we assume that this will be the common approach for initial training, because
correctly labelled intrusion data for a specific vehicle are hard to create manually. For the initial
training, the client then chooses a set of recordings including both normal driving behavior
messages as well as (synthetic or real) anomalies or recorded intrusions and invokes an analytics
process using the train parameter. The respective anonymized files will then be provided to the
IDS detection system by the ISI subsystem through the Virtual Data Lake. Such data are
preprocessed and used to train a first iteration of the Neural Network-based classification model
specifically for the given vehicle type. The trained model will then be stored back in the ISI
subsystem, and according to the specified DSA, made available to the clients for its use on other
cars of their fleets.

For the basic use case of the Automotive Intrusion Detection System, we assume that the client
has observed anomalous behaviors from one of his vehicles and has already performed the
initial training for the respective vehicle. Therefore, an initial model capable of detecting basic
anomalies is already available and stored within the E-CORRIDOR framework.

Control room Predictive Security Analyzer (PSA)

Classifier/
Data State Extraction  Process Model Ensemble Adaption

2) Operator selects data to be
analysed and adjusts parameters

3) After the analysis, results are ‘
written to the Virtual Data Lake

1) Anonymized automotive data is

provided by the Virtual Data Lake

Figure 29 Pictorial representation of the Automotive IDS scenario

The client may then upload the potentially anomalous automotive data to the Virtual Data Lake
for further processing. Next, to extract knowledge from the collected data, the client invokes
the analytics process using the classify parameter, as well as the existing model file and file
names for the recordings to classify. The Automotive IDS analytics service will then generate
a labelled recording constituted by all the messages along with their classification results. In
case the presence of any actual anomalous or malicious messages should be reported by the
analytics, the client can then initialize further steps necessary to assure security and safety in
accordance with the vehicle characteristics. Figure 29 represents the steps involved in the
Automotive IDS scenario.

A further potential scenario foresees that the client is made aware of a new type of intrusion
and receives an anonymized recording for such an intrusion through the ISI subsystem. The
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client may then use such data to update the existing classification model for the respective
vehicle by invoking the analytics using the train parameter, existing model, and recording of
the newly observed intrusion.

6.1.3. Integration and Maturation Status of the First Release

The analytics service currently provides the operators with a message log containing messages
with their respective classification results. An example excerpted from a recorded denial of
service log file is shown in Figure 30.

time ,ID ,len ,p1 ,p2 ,p3 ,p4 ,p5 ,p6 ,p7 ,p8 ,type

.7979 ,1087 ,

0 8, ©, 64, 9 ,255 ,126 ,203 , 8, @O , 1
©.7982 , ©, 8, ©, ©6, @, 0, 0, @, 0, 0 ,-1
©.7984 ,1088 , 8 ,255, ©, © , @ ,255 ,203 , 8, @ , 1
9.7987 , ©, 8, ©, ©, 6, 0, 0, 0, 0, 0 ,-1
©.799 , ©, 8, @, ©6, 6, 0, 0, @, 0, 0 ,-1

Figure 30 Excerpt from a recorded denial of service log file example

In this example the type of the message is determined through the classification of the intrusion
detection service.

In the following iterations of our component, this log containing classification results will be
replaced by alerts in the Structured Threat Information Expression (STIX™). This format of
alerts is more detailed containing more information on the intrusion. The following
visualization in Figure 31 shows how such an intrusion report is structured.

messages.| twork IDS "
artifact contents-of \nucator
O,

2

3
g < o) >
7 4 S S
o N o =
a & @ 5
Q A 5 =3
= Q 5 a

observed ‘a
observed-data sighting

Figure 31 Example of a STIX alert report

Available features, integration and testing efforts as well as the ones planned for the final
maturation of the component are summarized in the following table.
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Feature

Primary integration of intrusion detection system into 1Al

Training of intrusion detection models using CAN bus

communication recordings on request

Classification of recorded CAN bus traffic using Neural Network-
based models

Adapt models to new situations by continuous training on new CAN
bus recordings

Anonymize CAN bus recordings

Extended lab tests

Reporting of sightings using different intrusion reporting formats
Integration of other model types than Neural Networks
Integration of other types of data recordings than CAN bus
Model deployment to edge devices

6.1.4. Requirements Traceability Matrix

ID in D7.1 (& ref Priority Requirement Status
to D5.1) description
E-CORRIDOR- MUST Emulate a working To be
IAI-CANIDS-01 ECU inside the in- deployed
(E-CORRIDOR- vehicle network to on the final
Tst-ISAC-01, E- generate, collect, release
CORRIDOR share, and analyze
Ope-05) CAN bus data for

S2C-UC-06, ISAC-

UC-02, ISAC-UC-

07.
E-CORRIDOR- SHOULD Support device that To be
IAI-CANIDS-02 is compatible with deployed
(E-CORRIDOR- OBD Il (or CAN on the final
Tst-S2C-02) BUS) for release

monitoring and

sending GPS and

driving  behavior

data.
E-CORRIDOR- SHOULD Support Pilot ISAC Complete
IAI-CANIDS-03 Test Bed &
(E-CORRIDOR- Production
Tst-ISAC-01, Requirements
E-CORRIDOR-
Tst-ISAC-02, E-
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Current Final
version release
v
v
v
v
v
v
v
v
v
v

the

Rationale for

status

The emulation of
the ECU is working
and being tested in
our research
environment  and
will be integrated in
the following
iterations of the
analytics service.

Means of gathering
GPS and driving
data are being
explored and
currently tested.

Initial version of the
service can be used
to create detection
models and classify
recorded data logs.
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Deliverable D7.2

CORRIDOR-
Tst-1ISAC-03,
E-CORRIDOR-
Tst-ISAC-04)
E-CORRIDOR- SHOULD Support an Complete  The service
IAI-CANIDS-04 intrusion protection provides
(E-CORRIDOR- system able to classification results
Tst-Int-1ISAC- authenticate the that can be used to
02) ECU in an intra- verify the integrity
vehicle  network of messages.
when it aims at
sending Cross
partition CAN
frame
E-CORRIDOR- MUST CAN IDS must To be Currently the
IAI-CANIDS-05 work at the edge deployed service is working
(E-CORRIDOR- on the final within the analytics
Ope-02 edge) release cloud, but models
trained there may be
deployed in edge
components. Means
of deployment are
currently being
developed.
E-CORRIDOR- COULD CAN IDS could Potentially Possible means of
IAI-CANIDS-06 support deployment = deployed deployment and
(E-CORRIDOR- in cloud and edge or on the final ~collaborative
Ope-01  (both), collaboratively in  release interaction are
E-CORRIDOR- the cloud currently being
Ope_03 explored.
(collaboratively
in the cloud))
E-CORRIDOR- SHOULD CAN IDS should Partially Initial reporting
IAI-CANIDS-07 support intrusion complete formats are
(E-CORRIDOR- detection reporting implemented,

DA-06,
E-CORRIDOR-

to the E-
CORRIDOR cloud

others will be added
in later iterations of

DS-19 (push)) ngtjlr;gg by meag; the service.
respective  ISAC
use cases.

6.1.5. Plan for Testing and Final Maturation

As shown on the Integration and Maturation Status overview (Sec. 6.1.3), we aim to make our
intrusion detection analytics service capable of detecting anomalies not only using the currently
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available Neural Networks-based classifier, but also several different approaches developed by
us in several publications over the course of the E-CORRIDOR project.

Therefore, thanks to such novel approaches, in future iterations of the service we aim to
implement also more lightweight classification methods that are designed to work at the
performance level available in edge components for in-vehicle networks. This will also enable
us to deploy the generated classification models on actual in-vehicle networks and edge
components. To achieve this, we are also working on a workflow to train models within the
cloud and then deploy them to the vehicles in the context of an E-CORRIDOR framework
instance.

We have already designed several means for clients to anonymously store CAN bus data in a
way that the origin of the recording cannot be traced, but the quality of the information stored
within the log files is not compromised. As the next step we will refine these anonymization
steps and work on integrating them into the E-CORRIDOR framework.

A further extension will include different formats of intrusion reporting in addition to the
current proof-of-concept implementation, that creates a log file containing all classification
results. For this we have already shown in the previously deliverable D7.1 the intrusion
detection reporting format Structured Threat Information Expression (STIX™) which will be
integrated in one of the next iterations of the service. Additionally, we are currently evaluating
the AUTOSAR Intrusion Reporting System, for possible integration opportunities of our
service.

Finally, we are currently working on enabling our Automotive IDS service to work not only
with CAN bus data, but also with other data formats, such as Automotive Ethernet using
SOME/IP or MQTT GPS and vehicle data.

6.2. Fully Homomorphic Encryption-based intrusion detection [E-
CORRIDOR-IAI-FHEIDS]

A network Intrusion Detection Systems (IDS) monitors and analyzes all the traffic from and to
a given host with the purpose of identifying malicious packets. One of its components is
constituted by the IP blacklist checker. The latter is used to detect and filter out connections to
malicious or illegitimate IP address from a real-time database of IP addresses or domains known
for being used to send spam, malicious or illegal content.

6.2.1. Component Description

To preserve the privacy of the user, this analytics adopt the Fully Homomorphic Encryption
(FHE) technique to check the presence of any blacklisted IP address among the ones a host is
trying to connect. It takes in input a Domain Name System blacklist (DNSBL) and a set of
addresses. An alarm is raised if the IP addresses to which a host is trying to connect (or has
connected in the past) is blacklisted.

The analytics is based on the same core components of the FHE-based driving license checker
described in Section 4.1. The difference is constituted by the format adopted for the entries.
Indeed, the IP blacklist checker works on IPv4 addresses stored as 4 bytes.
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6.2.2. Workflow in Action

As the exposed API are the same discussed in Section 4.1.2, for the sake of brevines here we
discuss only some additional functions we deem more relevant for this scenario.

The list of blacklisted IP addresses is inherently more dynamic. It means that new addresses
may need to be included in the database as malicious actors move their attack resources over
the web. On the other hand, this dynamism may bring the zealous inclusion of addresses that
are instead genuine (e.g., because they have been victim of an attack). In such a case, owners
will require an amend to the maintainers of these blacklists.

In the two above scenarios the post-item and delete-item can be used to keep the list updated
without incurring in the burden or recreating the dataset. Figure 32 highlights with red boxes
the above-mentioned functions.

H swagger dap-anahysis-pip ((apdanalysis-piphaiapi-does) - Explore

e-market Service API documentation

This 15 AP] documantatan for working with PP Features

aint ke flEuial IEL

AL

API Privacy Preserving Recommendation System

fopenapifil/pip-clientfhe-interest-based-service-matching/analysis

Iwvake analysis for 2 sets of encryplted (tems
API Secure Database matching
fopenapif/pip-client’database-pattern-matchingfinit-database Init database
fopenapiil/pip-client/The-database-pattern-matching/analysis
Irnepioe analysis on FHE encrypted database

fopenapi/vl/pip-clientfhe-database-pattern-matching/item delete data item in encrypted database

fopenaplivl/pip-clientThe-databa Add data item ino databage

Lol fopenapifvlpip-clientfhe-guery-database-pattern-matchinglanalysis

Irrvolol analysis with enorypled query on database contasming hash iterms
*

Figure 32 Pattern Search Analysis API - add and remove from a database

6.2.3. Integration and Maturation Status of the First Release

The analytics is fully functional, and its APIs are available for testing. Currently the component
is not yet containerized and integrated in the E-CORRIDOR framework.
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6.2.4. Requirements Traceability Matrix
IDinD7.1 (& ref Priority

Requirement

Status

Deliverable D7.2

Rationale for the
status

to D5.1)

E-CORRIDOR-
IAI-FHEIDS-01
(E-
CORRIDOR-
Tst-1ISAC-01,

E-CORRIDOR
Ope-05)

E-CORRIDOR-
IAI-FHEIDS-02
(E-
CORRIDOR-
Tst-S2C-02)

E-CORRIDOR-
IAI-FHEIDS-03
(E-
CORRIDOR-
Tst-ISAC-01, E-
CORRIDOR-
Tst-ISAC-02, E-
CORRIDOR-
Tst-ISAC-03, E-
CORRIDOR-
Tst-ISAC-04)

E-CORRIDOR-
IAl- FHEIDS -
04 (E-
CORRIDOR-
Tst-Int-1SAC-
02)

E-CORRIDOR-
IAlI- FHEIDS -
05 (E-
CORRIDOR-
Ope-02 edge)
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MUST

SHOULD

SHOULD

SHOULD

MUST

description

Emulate a working
ECU inside the in-
vehicle network to
generate, collect,
share, and analyze
CTI (Cyber threat
intelligence),

connection  logs
data for S2C-UC-
06, ISAC-UC-02,
ISAC-UC-07.

Support  formats
that are compatible
with car data e.g.,

Automotive
Ethernet using
SOME/IP or
MQTT GPS data.
Support Pilot ISAC
Test Bed &
Production

Requirements

Support an
intrusion

protection system
able to identify
blacklisted IP
addresses or spam
content

FHE IPS must
work at the edge

In progress

Under
evaluation

To be
deployed on
the final
release

Partially
completed

Completed

The  component
will be integrated
in the multi-modal
ISAC pilot to
analyze  network
logs and protect
against IP attacks.

The  component
can be customized
to work with
entries  expressed
in different
formats.

The FHE-based IP
blacklist checker
will be integrated
as a tool in the
multi-modal ISAC
pilot

The  component
already works with
IP addresses and
could be extended

to check spam
string in  text
messages.

The analytics is
developed in Java
and can running on
any device
supporting the Java
Virtual Machine.
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E-CORRIDOR- COULD FHE IPS analysis To be We will explore
IAl- FHEIDS - could support deployed on the wuse of a
06 (E- deployment in  the final distributed
CORRIDOR- cloud and edge or release infrastructure (see
Ope-01 (both), collaboratively in Section 4.1.5)
E-CORRIDOR- the cloud where local and
Ope_03 remote nodes work
(collaboratively together to perform
in the cloud)) the analysis.
E-CORRIDOR- SHOULD FHE IP checker To be Once integrated in
IAlI- FHEIDS - should support deployed on the ISAC pilot,
07 (E- intrusion detection the final reports will be
CORRIDOR- reporting to the E- release shared with the
DA-06, E- CORRIDOR cloud Cyber data analysis
CORRIDOR- by means required tools [E-
DS-19 (push)) by respective use CORRIDOR-IAI-
cases. CDA] (see Section
7.3).

6.2.5. Plan for Testing and Final Maturation

The maturation plan follows the one of the main FHE pattern search component discussed in
Sec 4.1.5 and not reported here for the sake of conciseness.

The tool will be integrated in the ISAC pilot as a privacy-preserving tool offered to any
transportation service operators for protecting their Internet connected devices.

6.3. Intrusion Protection System — Earnest [E-CORRIDOR-IAI-CANIPS]

6.3.1. Component Description

One of the requirements of upcoming regulation and standards on automotive security is the
introduction of an Intrusion Protection System (IPS) on board of modern vehicle [28].

Aligned with such initiatives, we propose Earnest. It uses a challenge-based approach to filter
all messages sent over the bus. Each time a given ECU (Electronic Control Unit) sends a CAN
message, it is filtered by Earnest and a challenge is sent to the sending ECU. Both ECU and
Earnest will perform the challenge and, in case the two challenges give the same result, Earnest
will correctly forward the original message, otherwise the message will be discarded. Thus,
Earnest has been designed and developed to detect and eventually protect onboard
communications among ECU from Fuzzing and Replay attack that can be perpetrated by either
a remote attacker or an altered ECU.

6.3.2. Workflow in Action

Earnest works according to the steps represented in Figure 8. When it receives a message from
a non-enabled ECU, it creates a payload using the encode function. This payload contains the
information, randomly generated by Earnest, necessary for the creation of a new payload on
which to apply the challenge.
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EARNEST A
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Figure 33 Earnest Workflow

Challenge

Currently, EARNEST foresees ten challenges:

1.
2.
3.

9.

10.

Sum-To-Fifth increases by one unit, in bytes, the element in position five.

Reverse-It reverses the order of the payload elements.

Switch exchanges the first element located in position 0 (zero) with the one in position
‘n-1’, where ‘n’ represents the maximum length of the payload.

r-Rotate rotates of three positions, intended as scrolling to the right, of all the elements
of the payload.

zero-Even sets to 0 (zero) all bytes in even position.

zero-Odd sets to 0 (zero) all bytes in odd position.

full-F sets to ‘F’ bytes within position two and ‘n-1°, where ‘n’ represents the maximum
length of the payload.

full-Z sets to 0 (zero) all bytes except the first and last.

middle-F sets to ‘F’ all bytes up to half the length of the payload.

Odd-Even-Switch switches bytes placed in even positions with the ones in odd
positions.

The basic idea is to use the DBC, that is the database of CAN messages, as a shared secret
between the in-vehicle ECU of a target vehicle and its carmaker.
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The database is composed of the list of all messages regulating the vehicle’s functionalities.
Each message in the DBC has a pre-defined syntax: it is identified with a BO_id (data object
identifier) and composed of several signals, one for each sub-functionalities managed by the
message.

Based on these notions, Earnest prepares the challenge payload as follows:

1. randomly selects one of the 10 challenges

2. randomly selects a BO_id belonging to the DBC

3. selects a signal within the BO _id

4. assigns a random value (between the minimum and maximum value) to the selected
signal

5. assigns the value (maximum + minimum)/2 to all the other signals in the BO _id

The resulting message has the structure reported in Figure 34.

0123456789101112131415161718192021222324252627282930313233343536373839404142434445464748495051525354555657585960616263

‘Challenge ‘ ECU_dest ‘ BO_ID | Signal_to_use ‘ Signal_value

Figure 34 Challenge Payload

The first 4 bits identify the challenge randomly chosen by Earnest, then 8 bits identify the
challenged ECU, next 11 bits the BO_id of the message, 20 bits for the signal to use and the
rest of the 64bit is used for the value of the signal.

6.3.3. Integration and Maturation Status of the First Release

The IPS is currently at the level of design and prototypal implementation on Raspberry Pi4. It
is not yet integrated into the E-CORRIDOR framework.

We implemented the workflow described above and tested our implementation to evaluate its
performance in our development environments (see Figure 35).

Figure 35 Development environment
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The performance test with two ECUs, named Alice and Bob, consists of having both Alice and
Bob perform 20 challenges at the same time. However, in a real setting the two ECUs, will not
perform 20 challenges because after having passed a challenge they are "enabled” for "0.003"
seconds (i.e., their messages will be automatically forwarded by Earnest without the need to
perform any further challenge). The choice of the "enabling™ time is justified by the need of
simulating a sort of "dynamism”: with higher "enabling" times, the ECUs would have sustained
only one challenge out of twenty and consequently this test would have been not very useful.
The idea is to reduce the number of challenges without causing any loss in terms of security
allowing unauthorized ECU to transmit cross-partition frames.

To evaluate the impact of the introduction of Earnest into an in-vehicle network we performed
some tests considering different bitrate and different number of exchanged messages. The
average (AVG) we obtain is reported as last column of Figure 36.

1 2 3 4 5 6 7 8 9 10 AVG

1000 kb/s| 0,0483s | 0,0618s | 0,0597s | 0,0378s | 0,0614s | 0,0297s | 0,0639s | 0,0358s | 0,0439s | 0,0281s | 0,0470s

500 kb/s | 0,0592s | 0,0717s | 0,0544s | 0,0615s | 0,056s | 0,0665s | 0,045s | 0,0723s | 0,053s | 0,0671s | 0,0608s

100kb/s | 0,2327s | 0,2192s | 0,2221s | 0,2183s | 0,2187s | 0,2372s | 0,2150s | 0,2235s | 0,2246s | 0,2227s | 0,2234s

R - .

Figure 36 Performance evaluation of the Earnest IPS

6.3.4. Requirements Traceability Matrix

IDinD7.1 (& ref Priority Requirement Status Rationale for the
to D5.1) description status
E-CORRIDOR- MUST Emulate a working Partially We implemented a
IAI-CANIPS-01 ECU inside the in- completed protype of Earnest
(E- vehicle network to on two Raspberry
CORRIDOR- generate, collect, Pi4 enhanced with
Tst-1ISAC-01, share, and analyze CAN shields to
E-CORRIDOR CAN bus data for simulate_thg CAN
Ope-05) S2C-UC-06, ISAC- communication

UC-02, ISAC-UC-

07.
E-CORRIDOR- SHOULD  Support device that Not fulfilled We do not deploy
IAI-CANIPS-02 is compatible with yet our prototype on a
(E- OBD-1l (or CAN real ECU
CORRIDOR- BUS) for monitoring
Tst-S2C-02) and sending GPS and

driving behavior

data.
E-CORRIDOR- SHOULD  Support Pilot ISAC Not fulfilled It will be evaluated
IAI-CANIPS-03 Test Bed & yet for the final
(E- Production maturation to share
CORRIDOR- Requirements vulnerabilities with
Tst-1ISAC-01, the ISAC.
E-CORRIDOR-
Tst-1ISAC-02,
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E-CORRIDOR-
Tst-ISAC-03, E-
CORRIDOR-
Tst-ISAC-04)

E-CORRIDOR-
IAI-CANIPS-04
(E-
CORRIDOR-
Tst-Int-ISAC-
02)

E-CORRIDOR-
IAI-CANIPS-05
(E-
CORRIDOR-
Ope-02 edge)

E-CORRIDOR-
IAI-CANIPS-06
(E-
CORRIDOR-
Ope-01 (both),

E-CORRIDOR-
Ope_03
(collaboratively
in the cloud))

E-CORRIDOR-
IAI-CANIPS-07
(E-
CORRIDOR-
DA-06, E-
CORRIDOR-
DS-19 (push))

6.3.5. Plan for Testing and Final Maturation

SHOULD

MUST

COULD

SHOULD

Support an intrusion
protection  system
able to authenticate
the ECU in an intra-

vehicle network
when it aims at
sending Cross

partition CAN frame
CAN IPS must work
at the edge

CAN IPS could
support deployment
in cloud and edge or
collaboratively in the
cloud

CAN IPS should
support intrusion
detection reporting
E-CORRIDOR

cloud by means
required by

respective use cases.

Partially
completed

Expected to
be deployed
on the final
release

Expected to
be deployed
on the final
release

Expected to
be deployed
on the final
release

Deliverable D7.2

We simulate a real
intra-vehicle  with
two Raspberry Pi4
enhanced with CAN
shields to simulate
the CAN
communication

The collected data
will be shared via
the edge layer of the

infrastructure
Earnest will be
deployed into the
vehicle

It will be integrated
with the ISAC pilot
in order to share a
database of
vulnerabilities.

As future step, in agreement with the evolution of intra-vehicle communications that are
migrating to Automotive Ethernet (AE), we aim to extend and customize Earnest to deal also
with AE. In addition, all the collected information about the detected and prevented intrusion
will be shared with the ISAC Pilot to build a database of vulnerabilities related to the automotive

domain.
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7. Pilot specific analytics

The ISAC offers pilot-specific analytics based on the data gathered from public sources (e.g.,
security databases and online information) and the results produced by the security analytics
provided by the other pilots. The analytics toolbox contained in the 1Al subsystem instantiated
in the ISAC offers three types of cyber-data analytics, that can be grouped into the same number
of categories: (i) label assignment, (ii) visualization, and (iii) analysis. The data gathered from
public sources are labelled and part of this information is further exploited for intuitive
visualization and aggregation. Moreover, the ISAC offers interactive tools for uploading and
analyzing data to get personalized results on the user's data. The data is securely uploaded on
the ISAC portal through the 1SI subsystem.

;”

)|

Consumer
Web Browser

ISAC Premise

TIAI
Analytics Toolbox
| Cve search |

| Exploit search |
B Vulnerability-Attack
IAT API correlation

|Ransc|mware Detectorl

ORy

ISAC Portal

| Automotive IDS |

IAutDmutive dﬂshboardl
f[)ata Label Assignmeml

Figure 26 Pilot-specific analytics of the ISAC pilot

7.1. Cyber data label assignment [E-CORRIDOR-IAI-CDLA]

This analytics is exploited as the main element for the ISAC cyber-threat notification workflow.
The ISAC is bound to collect a huge amount of information from various providers, and at the
same time, it must redistribute the collected data timely to interested stakeholders. Selecting the
right information to be sent to the right partner is of high importance. In fact, failing to provide
information on a relevant vulnerability might increase the exposure time of the stakeholder to
cyber-attacks. On the other hand, flooding the stakeholder with non-pertinent information
increases the processing times and might result in a lowered attention to actual security threats.
This analytics exploits text analysis using Natural Language Processing techniques and
clustering to separate the received and computed information into separate topics to which the
stakeholders can subscribe. In such a way, they will be automatically notified with information
that is relevant to them.
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7.2.

Cyber data visualization tools [E-CORRIDOR-I1AI-CDV]

The cyber data visualization tools are a set of macro analytics used to present and speed up the
information retrieval process. It is composed of several visualization analytics tools, described
in the following.

7.3.

CVE search: This service offers the possibility of searching public domain information
related to known security hardware and software vulnerabilities. This service provides
a general description of the vulnerabilities reporting the publishing date, a short
description, the CVE score, and the impact on integrity, confidentiality, and availability
properties. The consumer can research the vulnerabilities specifying an interval time or
a specific keyword. Data exploited: Public vulnerability database collected from NVD
(https://nvd.nist.gov).

Exploit search: This analytics offers the possibility of searching information about the
exploits performing research by date or keyword. This analytics shows date, description,
and the specific platform on which the exploit is effective. Data exploited: Public
exploits information collected from exploit-db (https://www.exploit-db.com/).
Automotive intrusion detection visualization: This analytics is based on the automotive
intrusion detection system analysis results explained in Section 6.1. (E-CORRIDOR-
IAI-CANIDS). The produced result is the classification of the CAN bus messages and
the potential detection of an anomaly within the vehicle's data. Such information shared
by multiple vehicles with the ISAC is exploited to create a graphical representation of
the intrusion information, incident, related types, and incident classes of a single vehicle
or create a visualization of the correlation of the incident detected in different vehicles.
Driver risk behavior map: The analytics exploits the data provided by the results of the
Driver DNA analytics (E-CORRIDOR-IAI-SR). As explained in Section 2.1, the
analytics provides the driver risk profile, e.g., more aggressive, speeding more
frequently. Correlating these results with the geo-localization of the vehicles, the ISAC
analytics can produce a map of the city reporting the average driver behavior in each
road section. In such a way, it is possible to highlight the most dangerous section of the
city and increase the drivers' awareness.

Carmaker data usage: This dashboard visualizes information on which data categories
each carmaker asks and declares to collect, and also information on the privacy policies
enforced by the carmakers.

Cyber data analysis tools [E-CORRIDOR-1AI-CDA]

While the tools above provide visualization on public/aggregated data, more tools are provided
by the ISAC that perform analytics on specific data uploaded by the user/company that have
access to the platform. These tools exploit the ISI and IAl subsystems to ensure privacy and
confidentiality on the data and the obtained results.

The tools are described as follows:

Vulnerability attack correlation: This analysis allows the consumer to explore the
interconnection between vulnerabilities and attack patterns of specific known software
or hardware. Additionally, the analytics provides recommendations for attacks and
vulnerability mitigation.
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e Ransomware Detector: This analysis identifies typical ransomware behaviors (such as
file ciphering) into uploaded data. Differently from signature-based anti-malware, this
tool is able to identify also malware whose signature is not available yet; it performs a
static analysis exploiting information on the frequency of OpCode extracted from the
code of the analyzed application.

e Malware Detector: The analysis detects malicious signatures in the analyzed files by
scanning it with many different commercial anti-malware. The tool returns a risk index,
presented as the probability that the analyzed file is malicious.

e Vulnerability Scanner: This analysis, available only for registered and certified users
able to prove ownership of a virtual resource, offers a platform that allows to scan and
check for any performance and security problem present on the user's systems/services.
In detail, the platform offers check such as Real time controls, Periodic checks,
Generation of reports and Analysis on IPv4 and IPv6.

While planning an itinerary, users are prompted with a set of options matching their travel
preferences. To provide a richer set of information to the users, the S2C pilot offers the
interaction with the micro-subsidies analytics.

7.4. Socio-geographic micro-subsidies analytics [E-CORRIDOR-IAI-MSA]

Subsidies can play a key role in fostering the adoption of public transportation services and thus
contributing to the CO2 reduction. Usually, subsidies are received by the mass transit or
collective transportation operators from the public transport administration to lower the price
paid by the users to access their services (e.g., according to category or geography). Such a kind
of uniform concession is however not efficient as it does not target the population and does not
directly consider the actual use of the services.

Micro-subsidies are a novel approach in managing the subsidies. It foresees narrowly defined
categories of users (modelled according to characteristics such as age, income, disability,
employment category), and features of the journey (e.g., mode of transport, type of
motorization, time, location). In addition to reaching the same goals of the traditional subsidies,
the micro-subsidies can also provide opportunities to better control the demand to public
transportation services according to the time of the day or the geographical location.

This analytics receives in input the characteristics of the trip options matching the user
preferences as entered in the trip planner analytics E-CORRIDOR-IAI-MMIP, and the user
information contained into the eWallet profile (saved in the ISI and referenced through a
universally unique identifier, UUID). Then, the micro-subsidies engine computes the eligibility
to incentives and the corresponding amount. The information about the micro-subsidies is then
displayed next to each of the available trip options. In such a manner the user can perform a
more informed decision on his/her travel choice.
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8. Contribution of the Data Analytics Techniques to the Pilot
Requirements

The data analytics available in the toolbox have been designed and customized according to the
pilots’ requirements and constraints (ref. Obj. 4). This approach aims at fostering the prototype
demonstration of the analytics in pre-operational/relevant environments and a potential
generation of products for the same pilots (ref. Obj. 6).

The following Table 2 summarizes the different relevant scenarios presented by the pilots
through the block diagrams and the role covered by the analytics in achieving the proposed
goals (please see D2.2 “Design and Architecture for the Airport and Train (AT) pilot”, D3.2
“Design and Architecture for the S2C Pilot” and D4.2 “ISAC Pilot Architecture”).

Table 2 Contribution of the analytics to the pilots' block diagrams

Block Related Use Required Contribution of the
Diagram Cases Analytics Analytics to the Block

Diagram Goals
AT-BD-01  AT-UC-01, AT- E-CORRIDOR-IAI- To properly support People with

PRM UC-06, AT-UC-14  PBI, E- Reduced Mobility (PRM), the
Passenger CORRIDOR-IAI- analysis of camera feeds to
Assistance FR, E-CORRIDOR- understand the status of the

IAI-PL train/station (e.g., crowded), the

localization of assistive devices
(e.g., wheelchair) and of the
available assistants from each
mode of transportation are
required. Moreover, by
adopting a biometric-based
authentication, the handling of
the travel documents may be

simplified.

(= AT-BD-02  AT-UC-02, AT- E-CORRIDOR-IAI- To provide a robust and
S Multi- UC-03, AT-UC-04, FR, E-CORRIDOR- seamless authentication of the
.% Biometric AT-UC-05, AT- IAI-AR, E- passengers, data from multi
= Passenger UC-06, AT-UC-13 CORRIDOR-IAI- biometric-based sensors are
= Authenticati GA, E- advocated. Analysis of the
= on and CORRIDOR-IAI- camera feeds can be useful in
-E Baggage PL, E-CORRIDOR- linking passengers (perhaps

Monitoring IAI-PBI travelling under the same

Passenger Name Record, PNR)
with their baggage and identify
any potential anomaly.

AT-BD-03  AT-UC-06, AT- E-CORRIDOR-IAI- To support a frictionless access

Frictionless UC-07, AT-UC-08 GA, E- to multi-modal services a wide
Access to CORRIDOR-IAI- set of authentication solutions
Multi- PL (described in Sec 2) are
Modal combined (see activities in
Services WP8). An enhanced passenger

experience may be reached
thanks to the adoption of BYOD
(Bring Your Own Device)
solutions.
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AT-BD-04  AT-UC-09, E-CORRIDOR-IAI- A multitude of data are
Controlled UC-10, AT-UC-11, FHEC, E- collected by cyber and physical
Data AT-UC-12, CORRIDOR-IAI- sensors  deployed in the
Sharing for UC-13 FHEIDS, E- transportation domains. By
Service CORRIDOR-IAI- anonymizing (through Data
Prediction, PL, E-CORRIDOR- Manipulation Operation,
Optimizatio IAI-PBI, E- DMO), sharing in a controlled
n and CORRIDOR-IAI- fashion (through Data Sharing
Security AR Agreements, DSAs)  and
analyzing such data it is
possible to extract insights
concerning service performance
and identify security threats.
S2C-BD-01  S2C-UC-01 This block diagrams refers to the eWallet-based
Sign-in registration of the traveler’s information and therefore
requires only the I1SI and ASI services.
S2C-BD-02  S2C-UC-02 E-CORRIDOR-IAI- Based on the trip request
Micro- MSA characteristics  (e.g., origin,
subsidies destination, time of departure
and arrival, modes of
transportation) - expressed in
the itinerary planning E-
CORRIDOR-IAI-MMIP - and
the user profile saved in the
—~ eWallet (including age,
8 profession, address, etc.) the
e eligibility to receive a micro
=% subsidy and the corresponding
= amount are calculated. The
= result is returned to the itinerary
= planning tool.
; S2C-BD-03  S2C-UC-03 E-CORRIDOR-IAI- Allows the wuser (with an
S Trip CFA, E- eWallet profile) to search for a
0 ; CORRIDOR-IAI- multimodal trip taking into
) planning and . . .
= carbon MMIP consideration trip preferences
o footprint and the estimated carbon
@ analytics footprint for the suggested trips.
(% Furthermore, it is connected to
the socio-geographic micro-
subsidies analytics.
S2C-BD-05' S2C-UC-06 E-CORRIDOR-IAI- Intrusions to the car system, the
Security CANIPS, E- 10T network rynning on the car
analytics CORRIDOR-IAI- fleet, or the mf_rgstructure are
services FHEIDS, E- detected and notified.
CORRIDOR-IAI-
CANIDS
S2C-BD-06  S2C-UC-07 E-CORRIDOR-IAI- The existence of a driving

license number is checked for

! The submitted D3.2 contains a typo in numbering the block diagrams, skipping the SC-BD-04. To be consisted
with D3.2, the same numbering is preserved here.

Page 72 of 82



H2020-SU-DS-2018-2019-2020 E-CORRIDOR — GA#883135 Deliverable D7.2

interest- validity in a privacy-preserving
based way against multiple lists.
sharing

S2C-BD-07  S2C-UC-08 E-CORRIDOR-IAI- Driving style is computed and
Driving SR compared against a population
behavior of other drivers. Suggestions
recognition can be provided to the drivers

(e.g., if a route is more
dangerous than others).

ISAC-DB- ISAC-UC-01 E-CORRIDOR-IAI- Gathering cyber-threat
01 CDLA information ~ from  several
Collecting sources increases the accuracy
public data of a security system by

predicting (emerging threats)
and timely reacting (by learning
from previous events) to any

attack.
ISAC-BD- ISAC-UC-02, E-CORRIDOR-IAI- Data coming from users and
02 ISAC-UC-03, Cbv transportation operators play a
Collecting ISAC-UC-06 key role in identifying and
private data preventing threats. The data are

converted and shared with other
stakeholders according to strict
security and access policies set
by the data owner.

ISAC-BD- ISAC-UC-04, E-CORRIDOR-IAI- Data can be exploited by
03 Running ISAC-UC-07, Cbv running analytics and
analytics ISAC-UC-08 E-CORRIDOR-IAJ- Visualizing re_esqlts in terms of
and graphs, statistics, and data
T CDA X

visualization aggregates. The analysis on data

can discover new threats and
vulnerabilities on the system,
while the visualization tools
help to exploit this information
by providing overview on the

results.
ISAC-BD- ISAC-UC-05 E-CORRIDOR-IAI- The sharing of the analysis
04 Cyber- CDA results allows to implement a
threat notification service able to
notification inform each  transportation

service provider about new
threats and  vulnerabilities
discovered, along with
countermeasures to mitigate a
potential or an ongoing attack.
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As summarized in the above Table 2, analytics in the toolbox cover a critical role in satisfying
the pilot requirements. When the analytics are used along with all the other features provided
by the E-CORRIDOR framework (e.g., data sharing and advanced authentication) these
building blocks can achieve their full potential.
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9. Contributions to the E-CORRIDOR objectives at M24

The data analytics discussed in the previous sections contribute to the fulfillment of some of
the E-CORRIDOR objectives (Obj.), namely:

Objective 2: E-CORRIDOR will define edge enabled data analytics and prediction
services in a collaborative, distributed and confidential way

Obijective 3: E-CORRIDOR will define a secure and robust platform in holistic manner
to keep the communication platform safe from cyber-attacks and ensure service
continuity

Obijective 4: E-CORRIDOR will improve, mature, and integrate several existing tools
provided by E-CORRIDOR partners and will tailor those to the specific needs of the E-
CORRIDOR platform and Pilots

Objective 5: E-CORRIDOR will provide mechanisms for seamless access to
multimodal transport

Objective 6: the framework and the services developed will be used to deliver three pilot
products

For each of the above objectives, Table 3 summarizes how data analytics and WP7 activities
contribute, the goals reached at the end of the second year and the ongoing effort.

Table 3 Contribution of the WP7 activities to the project goals at M24

Data analytics | Reached goals Next steps
contribution

Objective 2

Objective 3

Prosumers can share data

in a controlled and
privacy-aware fashion by
specifying appropriate
DSA. Analytics in the 1Al
toolbox are edge-enabled
and can then exploit the
information sharing
capability of the E-
CORRIDOR framework.

Analytics provide identity,
privacy, and  security
services. In some cases,
these are also used as
building blocks  for
defining more complex
cyber-security  services
performed by the ASI
subsystem.
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considering
performance requirements
and resource constraints
expressed by the pilots,
analytics run on
lightweight devices,
smartphones, the cloud or
in a hybrid edge-cloud
fashion according to the
scenario.

Three security analytics

such as IP Dblacklist
checker, intrusion
detection and intrusion
prevention systems have
been designed and
developed.

Finalize the integration of
all the data analytics in the
E-CORRIDOR framework
in such a way that the
analytics  toolbox can
exploit the data shared
through the ISI subsystem.

Increase the maturity of
the tools and evaluate their
use in the pilots’
infrastructure to strengthen
their cyber-security
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Objective 5

Objective 6

Data analytics arise from
research  activities  of
several partners and input
collected by the pilots. The
goal is to increase the
maturity of such
technologies.

Analytics in  the Al
toolbox offers a set of
passenger and  driver
identification and
authentication capabilities
targeting the peculiarity of
multimodal transportation
environments

Collaboration between
technology providers and
pilots to understand the
criticalities of the
multimodal transport and
design solutions targeting
the needs of their
environments.

Page 75 of 82

Initial solutions already
available by the
technology providers have
been customized to cover a
wide set of scenarios
presented by the pilots (see
Section 8). So far, two data
analytics have been fully
integrated in the E-
CORRIDOR  framework
and their entire workflow
has been tested. Other two
analytics are currently
under integration.

A set of identification and
authentication  analytics
has been built (see Section
2). Analytics exploit a
variety of sensors and
authentication procedures
to accommodate a rich set
of user preferences and
security requirements.

The analytics have been
designed through a strong
collaboration between
technology and domain
experts. Results of this
collaboration have
determined the match
between the expressed
scenarios and the analytics
(reported in Section 8).

Deliverable D7.2

Test, validate and refine
the analytics in realistic
environments provided by
the pilots. Collect
feedback from the pilots,
experts in the multi-modal
transportation domain.

Exploit the available
analytics to build more
advanced services (in the
ASI subsystem) to allow
an enhanced user
experience and access to
services provided by the
transportation service
providers.

Connect data sources and
solutions already available
in the pilots’ environment.
Test and evaluate the
benefit of the E-
CORRIDOR  framework
when the analytics are
connected to a realistic
pilot ecosystem to further
mature the products.
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10. Conclusion

A wide set of analytics have been deemed relevant by the multi-modal pilots to successfully
fulfil their scenarios. This document reports on the status of the data analytics components
developed in E-CORRIDOR along some initial tests. With respect to the analytics originally
identified at M12 and reported in D7.1, a few components have been further customized to
accommodate emerging considerations from the pilots (e.g., privacy concerns). For some of the
technologies, another pilot has expressed interest in evaluating a solution targeting its own
scenarios (this is the case of the interest-based services at the airport information kiosks).

The relevance of the proposed analytics in achieving a frictionless passenger experience and
improving the cyber-security toward a really integrated pan-European multi-modal
transportation environment has been highlighted in Section 8. Instead, the contributions to the
E-CORRIDOR objectives, with completed tasks and next steps summarize the current progress
and show a clear path for the ongoing efforts related to the WP7 activities.

All in all, the analytics have a various degree of maturation also considering that some partners
preferred to adopt a more agile approach (starting the tests earlier with fewer features) whereas
other adopted a more traditional approach (building the bulk of the features before intensifying
the experiments). Currently, tests have been mainly focused on labs, and activities are on track
as all the analytics already run as stand-alone components. About 50% of the requirements
marked as “must” concerning development and integration efforts have been fulfilled. For the
“should” and “could” requirements the competition is of about 30%. For the remaining there is
no identified risk, and these requirements are currently partially fulfilled or expected to be
deployed in the next months. Moreover, results for some of the analytics have been shared with
the security community and/or published in international conferences and industrial events.

The next months will be devoted, in addition to the finalization of the analytics solutions, to
their integration in the E-CORRIDOR framework and to validation and final maturation. In
collaboration with WP6, a few components have been already fully integrated in the analytics
toolbox and their whole workflow tested. On the other hand, the experienced collaboration and
extensive discussions between partners should assist the maturation of all the analytics.
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A. Appendix

A.1 Definitions and Abbreviations

AAL
Al

API
ASI
AT
AUC
AUTOSAR
BLE
BYOD
CAN bus
CNN
CO2
Csl
CTI
CVE
CVSS
DB
DBC
DLI
DMO
DNA
DPO
DSA
EAR
ECU
EU
FHE
eWallet
GBFS
GPS
GTFS
GUI
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Ambient Assisted Living

Acrtificial Intelligence

Application Programming Interface

Advanced Security Services Infrastructure (E-CORRIDOR framework)
Airport-Train (E-CORRIDOR pilot)

Area Under the Curve

Automotive Open System Architecture

Bluetooth Low Energy

Bring Your Own Device

Controller Area Network

Convolutional Neural Networks

Carbon dioxide — air pollutant

Common Security Infrastructure (E-CORRIDOR framework)
Cyber-Threat Information

Common Vulnerabilities and Exposures

Common Vulnerability Scoring System

Database

Database CAN file

DSA Lifecycle Infrastructure (E-CORRIDOR framework)
Data Manipulation Operation

Here, as an analogy to the molecule that carries the genetic instructions
Data Protected Object

Data Sharing Agreement

Eye Aspect Ratio

Electronic Control Unit

European Union

Fully Homomorphic Encryption

Digital wallet

General Bikeshare Feed Specification

Global Positioning System

General Transit Feed Specification

Graphical User Interface
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HAR Human Activity Recognition

1Al Information Analytics Infrastructure (E-CORRIDOR framework)
IDS Intrusion Detection System

IMU Inertial measurement unit

loT Internet of Things

IP Internet Protocol

IPS Intrusion Prevention System

IR Infrared

ISAC Information Sharing and Analytics Center

ISI Information Sharing Infrastructure (E-CORRIDOR framework)
VI In-Vehicle Infotainment (IVI)

JSON JavaScript Object Notation

LFW Labeled Faces in the Wild

LSTM Long Short-Term Memory

ML Machine Learning

MMT-ISAC Information Sharing and Analysis Center for Multi-Modal transport (E-
CORRIDOR pilot)

MoSCoW Must have, Should have, Could have, and Won’t have but would like
MPC Secure Multi-Party Computation

NB Naive Bayes

NN Neural Network

NVD National Vulnerability Database

OBD-II On-board diagnostics - standard version 2
OEM Original Equipment Manufacturer

oS Operating System

PID Parameter Identification

PNR Passenger Name Record

Pol Point of Interest

PRM People with Reduced Mobility

PSR Private Secure Routine

R&D Research and Development

REST Representational state transfer

RF Random Forest

RGB Red, green, and blue — color model
RGB-D Red, green, blue and depth

RNN Recurrent Neural Network
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RPM Revolutions per minute

RSSI Received Signal Strength Indicator
STIX Structured threat information expression
S2C Smart cities and car sharing (E-CORRIDOR pilot)
SVM Support Vector Machine

TRL Technology Readiness Level

2PC Secure Two-Party Computation

ucC Use case

us User story

USA United States of America

UuID Universally Unique IDentifier (UUID)
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